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U.S. DEPARTMENT OF EDUCATION:
INVESTIGATION OF THE CIO

Tuesday, February 2, 2016

HOUSE OF REPRESENTATIVES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, D.C.

The committee met, pursuant to call, at 10:02 a.m., in Room
2154, Rayburn House Office Building, Hon. Jason Chaffetz [chair-
man of the committee] presiding.

Present: Representatives Chaffetz, Mica, Walberg, Amash,
Desdarlais, Farenthold, Lummis, Meadows, DeSantis, Mulvaney,
Buck, Walker, Blum, Carter, Hurd, Palmer, Maloney, Norton, Clay,
Connolly, Kelly, Lawrence, Lieu, Plaskett, and Lujan Grisham.

Chairman CHAFFETZ. The Committee on Oversight and Govern-
ment Reform will come to order. Without objection, the chair is au-
thorized to declare a recess at any time.

This is a follow-up to our November 17, 2015, hearing, and as
part of my opening remarks, I would actually like to yield to the
gentleman from Texas, Mr. Hurd.

Mr. HURD. Thank you, Mr. Chairman.

Last November, I said in my opening remarks that the chal-
lenges facing the Department in the area of cybersecurity were not
only technical in nature. The tools to address these issues already
exist, whether it be continuous monitoring, EINSTEIN, or multi-
factor authentication. The list goes on. The technology is here.

Cybersecurity for the Federal Government is a matter of quality
management and effective leadership, not just tech, and I am
pleased to see not only Mr. Harris back before this committee today
but also Acting Secretary King.

Because cybersecurity and information technology are issues that
must be addressed not only by the CIO’s office but also by the
agency head. Implementation of FITARA and ensuring FISMA
compliance are issues agency heads need to know about.

Agencies can’t treat data centers, multifactor authentication, and
legacy technologies as something just for the CIO staff.
Cybersecurity and IT management are mission-critical infrastruc-
ture. They are as much a part of the agency’s mission as student
aid.

And who is ultimately accountable for IT and cybersecurity
issues? The answer isn’t only Mr. Harris and his team in the OCIO
shop. It is also you, Mr. King.

My amendment was included in the Student Success Act, which
restated the intent of Congress that students’ PII was of the ut-
most importance to protect. This committee will continue to hold
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agencies responsible for the state of our agencies’ information tech-
nology and cybersecurity posture.

The good news for the Department of Education and really the
American people is that we aren’t here today to discuss a massive
data breach involving millions of Americans’ PII. We are here
today, however, to examine whether we have the management in
place at the Department of Education to handle this crucial chal-
lenge. We need to ensure that this is the leadership team that can
put the tools and processes in place to ensure that we aren’t back
here again in a month or two talking about a data breach at the
Department of Education.

Thank you, Mr. Chairman, and I yield back.

Chairman CHAFFETZ. I thank the gentleman.

This is a very important hearing. In the IT sector, it is absolutely
critical that we secure our data. We have seen the data breaches
of huge proportions in the private sector; we have seen them at the
White House, the Department of State, Internal Revenue Service,
and certainly the Office of Personnel Management.

Like these agencies, the Department of Education is a prime tar-
get. It houses the personal information of more than 139 million
Americans. The data breach at the Office of Personnel Manage-
ment was something like 22 million, but there are 139 million
Americans that would be affected by a data breach at the Depart-
ment of Education.

We also need to remember that the Department of Education
also oversees a student loan portfolio of more than $1.2 trillion.
This puts it on the proportion of Citibank and other major financial
institutions. It is critical because taxpayers deserve the best in our
chief information officer, and they are not getting the best at the
Department of Education.

The inspector general testified recently the Department con-
tinues to be vulnerable to security threats and has repeatedly
failed to implement the recommendations and failed to detect
friendly hacks into their system. The Department scored a nega-
tive—it was one of just a handful of agencies—but a negative 14
percent on the Office of Management and Budget’s cyber sprint.
Cyber sprint was intended to get government-wide, get them up to
speed, put more security in place, and yet the Department of Edu-
cation was one of a handful of agencies that actually scored nega-
tive on that. And they received an F in the FITARA scorecard. This
is a self-reported score, and they scored an F.

Mr. Harris has served as the chief information officer since 2008,
and by virtually every metric, he is failing to adequately secure the
Department’s systems.

The committee’s concerns were further amplified after learning
Mr. Harris was investigated for possible criminal and administra-
tive misconduct. The IG closed its investigation a few months ago,
finding that the CIO potentially broke 12 Federal laws, regulations,
and/or agency directives. But the Department of Justice refused to
prosecute. That is a mystery to us. We don’t understand why they
would not prosecute such wide use and abuse of the system.

Mr. Harris was running two side businesses he intentionally
failed to disclose on federally required ethics forms—a home the-
ater installation business, a car detailing business—and inappro-
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priately used agency resources and most likely agency time. Mr.
Harris also admitted to the inspector general he did not report the
income to the Internal Revenue Service. Now, most Americans
would get in trouble for this type of situation, basically hiding in-
formation from the IRS.

Additionally, the inspector general raised serious allegations that
Mr. Harris influenced a government contract. As a high-ranking
public official, Mr. Harris played a role in awarding and oversight
in contracts to a close friend’s company.

Equally disconcerting are the anonymous tips that the inspector
general described Mr. Harris’s leadership as intimidating. This in-
vestigation started because people within the Department of Edu-
cation expressed concern as whistleblowers, and the morale in the
office of the CIO is an all-time low due to a dysfunctional environ-
ment that Mr. Harris has cultivated.

Let me put up the first—the chart. There we go.

[Slide.]

Chairman CHAFFETZ. We rely heavily upon a disinterested third
party to come in and evaluate. These are 14 metrics in the Office
of the CIO at the Department of Education. Every single score is
going down. Every single one of those is negative. And the Office
of the Chief Information Officer at the Department of Education
scored 285 out of 320, near the very bottom of his class.

You can take that chart down.

Look at the turnover rate for the IT staff within the Department
of Education. Fiscal year it was down—it was 5 percent. Turnover
rate in fiscal year 2014 was 6 percent. Turnover rate in 2015 was
10 percent. It is a key metric in an understanding that maybe
things aren’t very good in that department. Every key metric is
down. They are scoring an F on their scorecard.

You have got an IG who is making a recommendation for crimi-
nal prosecution with the Department of Justice, and what does the
Department of Education do? They give him bonuses. More than
$200,000 in bonuses Mr. Harris got over the last 10 years. And I
want to know why. We have got good quality people working at the
Department of Education, and we have got something wrong going
on in that department and we are bonus-ing him up? That makes
absolutely no sense.

Mr. Harris came and testified before this committee in Novem-
ber. I asked him a basic question about IT. Are you using COBOL?
COBOL was instituted in the 1960s. The answer was no, we are
not using it. It ends up they have more than 1 million lines of code
in the Central Processing System, also in the National Student
Loan Database. So he is off with these other businesses getting
subordinates to do the work, taking bonuses, has three other jobs,
and we are giving him bonuses.

Every single metric is going down, scoring an F on the scorecard,
there is a vulnerability, and there is 139 million people who are at
risk. We don’t have time to play these kind of games. This is ex-
actly what the Oversight and Government Reform Committee is all
about.

Mr. Harris has had roles as an adjunct professor at Howard Uni-
versity, consulting for the Detroit public schools. He does IT con-
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sulting services for the city of Detroit. Congratulations. You don’t
have time to do that stuff.

Simply put, when the CIOs fail to bring high management and
ethical standards to their work, institutions suffer, systems are
weakened, and the data of millions of Americans are in danger.

For all the wrongdoing here, I am telling you there are a lot of
good people who rely on the Department of Education. They work
there. There are people at home in every State and every corner
of our country who rely on this. But you know what? There are 10,
10 senior officials at the Department of Education under investiga-
tion right now. Mr. Harris is one of them. Bob Shireman is another
one. Who are the other ones? Because this is an agency that has
to function. If we are going to pour the billions of dollars in it, they
have got to deal with it ethically. But we are looking at a situation
here that is not going well, and that is why we have the hearing
here today.

Chairman CHAFFETZ. With that, I will now recognize the ranking
member. We are glad to have Ms. Plaskett filling that role today.
And we will now recognize her. Thank you.

Ms. PLASKETT. Thank you very much, Mr. Chairman. Thank you
all for being here this morning.

It is critical that all Federal employees meet the highest ethical
standards and avoid even the appearance of impropriety. It is
therefore essential that agencies take swift and appropriate action
upon learning that one of their employees has engaged in either
misconduct or exercised poor judgment in their work.

In this instance, the Department of Education’s inspector general
conducted a thorough investigation into allegations of wrongdoing
involving the Department’s chief information officer, Mr. Danny
Harris. In doing so, the IG dismissed some of those allegations as
unsubstantiated and suggested that others “may have violated Fed-
eral laws, regulations, and departmental directives.”

Now, while the IG’s report of investigations indicated that the
CIO, Mr. Harris, may have violated Federal laws, it appears that
law enforcement authorities who examined the alleged misconduct
did not find any criminal wrongdoing after their investigation. That
being said, the IG reports a series of errors in judgment by the CIO
that raised valid questions about his ethical conduct.

For example, though the IG did not find that the CIO influenced
the Department’s contracting process, the IG did find that the CIO
had “participated in awarding Department contracts to a company
while having a personal relationship with the company’s owner.”
We definitely need to ask you about that.

The IG also found that, for a period of time, the CIO used his
subordinate staff to help him run a home theater installation and
car detailing business. While the IG did not identify anything pro-
hibiting the CIO from running these businesses during non-work
hours, the CIO’s decision to use both subordinate employees and
failure to report the earned income from that work shows, at a bare
minimum, poor judgment on his part.

While the Department cannot identify any specific policies or
procedures that the CIO had violated, it took corrective action, in-
cluding mandating that he undergo at least four in-person coun-
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seling sessions, as well as receive formal written ethical guidance
going forward.

Since those counseling sessions, the CIO has reportedly taken
the necessary steps to correct the deficiencies the IG found, and
most importantly, since 2012, the CIO has not engaged in any of
the ethically questionable behavior that the IG raised in the inves-
tigation.

The fact that the CIO is no longer engaged in questionable con-
duct is nothing to celebrate. As a senior official in the Department,
the CIO holds a critical leadership role, and as such, is expected
to set a positive tone and example for the employees he supervises.
If the Department employees cannot trust their CIO is guided by
the highest ethical standards at all times, what message does that
send in the Department of Education? It must be made clear that
even borderline ethical conduct will not be tolerated by your de-
partment.

I look forward to hearing directly from the Acting Secretary of
the Department, Mr. King, John King, and the CIO himself, Mr.
Danny Harris, who is here, on what steps they have taken to en-
sure that an appropriate tone is set for all employees at the depart-
ment and what specific policies have been put in place, along with
procedures to assure that these types of actions will not occur
again.

Given the critical role of the CIO in the Department’s IT secu-
rity, valid questions may be raised today about his effectiveness in
light of not only the IG’s report but prior audits the IG conducted
on the adequacy of the Department’s IT security. Those audits were
examined at length by this committee during a hearing it held this
past November on the state of the Department’s cybersecurity. I ex-
pect that we will hear today from the CIO not only on an update
of any improvements and progress the Department has made in
cybersecurity since the hearing, but also his vision, your vision, Mr.
Harris, and plan for strengthening Department’s overall informa-
tion system.

Thank you, Mr. Chairman.

Chairman CHAFFETZ. Thank you. And we will hold the record
open for 5 legislative days for any members who would like to sub-
mit a written statement.

We will now recognize our witnesses. Mr. Danny Harris cur-
rently serves as the chief information officer of the United States
Department of Education, a role he has served in since 2008. Prior
to his current position, Mr. Harris served as deputy chief financial
officer for 5 years. In his capacity, he was responsible for contract
administration, grant management, accounting, risk management,
internal controls, internal travel, and financial management sys-
tems.

Ms. Sandra Bruce currently serves as the deputy inspector gen-
eral of the United States Department of Education, and she has
more than 30 years of experience directing, overseeing, and man-
aging complex audit inspections and investigative-related pro-
grams.

Ms. Susan Winchell has served as the assistant general counsel
for ethics at the United States Department of Education since
2007. Ms. Winchell previously served as the deputy assistant gen-
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eral counsel and is the associate general counsel at the U.S. Office
of Government Ethics.

Mr. John King currently serves as the Acting Secretary of Edu-
cation, a position he assumed in January of 2016. Before becoming
Acting Secretary, Mr. King had served since January of 2015 at the
Department as the principal senior advisor. This is Mr. King’s first
time testifying before our committee, and we welcome you here
today. Thank you for joining us.

Pursuant to committee rules, all witnesses are to be sworn before
they testify. If you will please rise and raise your right hand.

[Witnesses sworn.]

Chairman CHAFFETZ. Thank you. Please be seated. Let the
record reflect that the witnesses all answered in the affirmative.

In order to allow time for discussion, we would appreciate if you
would please limit your oral testimony to 5 minutes, and your en-
tire written statement will be made part of the record.

Mr. Harris, you are now recognized for 5 minutes.

WITNESS STATEMENTS

STATEMENT OF DANNY A. HARRIS

Mr. HARrIS. Thank you. Chairman Chaffetz, Ranking Member
Plaskett, and members of the committee, thank you for giving me
the opportunity to share with you my response to the allegations
raised and investigated by the Department’s inspector general.

I've been proud to serve the public for the last 32 years at the
Department of Education. However, in light of the IG’s investiga-
tion and the counseling I received from the Office of the Deputy
Secretary and the Office of the General Counsel at the Department,
I fully understand and I take full responsibility for how some of my
actions could allow questions to arise about my judgment. I view
my behavior as unacceptable and I have learned from this experi-
ence.

Before I address the topic of this hearing, I'd like to provide the
committee with an update on the progress on cybersecurity since
the last time I sat before you in November. Since that time, the De-
partment has enhanced its progress by standing up an Integrated
Project Team that will be tracking all corrective action plans tied
to FISMA or financial statement audits. The team is made up of
the general counsel, myself, the deputy CIO, FSA chief operating
officer, and the FSA CIO. I believe focusing this level of attention
by senior members of the agency will help ensure we meet our tar-
gets.

The team will meet on a weekly basis to ensure that all correc-
tive actions are resolved based on the dates provided to and agreed
upon by the IG. The team will be paying particular attention to
any items associated with the Department’s high value assets, as
well as items listed as repeat findings.

With respect to the IG’s investigation, I have promptly and fully
cooperated with the investigation. While I was not provided with
a list of specific accusations against me, based on the questions
during the investigation and the counseling I received, I under-
stand that some concerns were expressed about my interactions
with subordinate employees.
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My management style is to make an—take an interest in and
care about my colleagues and subordinates. I've been blessed with
the opportunity to work with many outstanding individuals and
even more blessed to have formed a friendship with some of the
employees at the Department.

Again, based on questions during the investigation and the coun-
seling I received, I believe that concerns were raised about my con-
duct with respect to my hobbies. This is, in my personal time, I
enjoy detailing cars. Additionally, prior to the investigation, I had
also enjoyed installing audio/video equipment. My staff members at
the Department were aware of these hobbies, and two of these indi-
viduals in particular were interested in learning more about these
activities. I now realize that by including them in my hobbies, for
which they were compensated, I used poor judgment.

With regard to helping others on my team with home projects,
I now understand that that could be misconstrued. Each request by
staff was predicated by them approaching me and expressing an in-
terest in benefiting from my experience.

I think it is important to note that while I did not view these
activities as a business, I nevertheless understand how it could be
perceived. Therefore, I have ceased to install any audio/video equip-
ment or engage in activities with staff where there is compensa-
tion. The last time I performed work related to installing audio/
video equipment for anyone and accepted compensation was in
2012.

The IG investigators also asked me questions related to the em-
ployment of a relative. My relative used the standard process to
apply for a vacant position, and I had no part in the application
process. The relative did not report to me or anyone working in my
supervision. As I confirmed for the IG investigator, I did inquire
with some colleagues whether they had openings in their office,
and my relative is no longer working at the agency.

With respect to my relationship with the owner of a vendor that
performed work with the agency, I acknowledge that I did develop
a personal relationship with the vendor around 2008. As CIO, I did
not and do not have a role in determining who will be awarded con-
tracts. At no time did I advocate for this vendor or ask staff to
treat this vendor any differently than other vendors. I have also
ended my personal relationship with the vendor effective February
2013.

After cooperating with the IG investigators, I was counseled by
then-Deputy Secretary Tony Miller in 2013, and later counseled by
the ethics attorney Susan Winchell and Deputy Secretary Shelton
and King. I also received a written counseling memo. I took each
of these sessions very seriously, and immediately following my ini-
tial counseling, consulted any records I had with respect to my
hobby and amended my tax returns to the IRS for 2008 through
2010. I determined I had no additional income for 2011 and re-
ported the additional income on my 2012 tax returns and my form
278. The updated returns reflected a nominal increase, of which
was roughly 1 to 2 percent increase of my total household income.

I have benefitted from the counseling of three deputy secretaries,
as well as by the agency’s lead attorney for the ethics division,
Susan Winchell. While, at the time, I did not view my actions to



8

be in violation of any laws, regulations, or policies, I do appreciate,
however, that others viewed my conduct as questionable. I have
severed my personal relationship with one vendor which I had de-
veloped a friendship. I no longer participate in activities related to
installing audio/visual equipment, and I do not accept funds for de-
tailing cars.

I appreciate the opportunity to answer any questions you may
have about the testimony. Thank you.

[Prepared statement of Mr. Harris follows:]
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Testimony of Danny Harris, Chief Information Officer
U.S. Department of Education

Before the
U.S. House of Representatives Committee on Oversight and Government Reform
“U.S. Department of Education: Investigation of the CI0”

February 2, 2016

Chairman Chaffetz, Ranking Member Cummings and Members of the Committee, thank you for
giving me the opportunity to share with you my response to the allegations raised and
investigated by the Department’s Inspector General (IG).

Background
L have been proud to serve the public for the last 32 years at the Department of Education and

believe I have conducted myself in an ethical manner at all times. However, in light of the IG’s
investigation and the counseling I received from the Office of the Deputy Secretary (ODS) and
the Office of the General Counsel (OGC) at the Department, I fully understand and take
responsibility for how some of my actions could allow questions to arise about my impartiality.
This is unacceptable. Ihave learned from this experience, however, and to eliminate any such
questions, I have assured my supervisors at the Department, and I want to also state
unequivocally today, that I have not engaged in any of the actions that raised questions since
prior to the IG’s investigation. The actions I took showed that I used poor judgment and I deeply
regret those actions.

Update on Progress Made Regarding Cyber Security

Before I address the topic of this hearing, I'd like to provide the Committee with an update on a
process we have put in place as part of the progress on cyber security we have made since the
last time I sat before you in November. As I stated during my testimony last fall, I am
committed to ensuring that the Department reaches our goals to continually improve our
cybersecurity and we continue to make progress on those plans. 1 appreciate the work of the
Inspector General in this area as the office has benefitted from her assessment and
recommendations on how to improve. Since November, the Department has made progress in a
number of areas, which I would be pleased to discuss further, but in particular;

The Department has stood up an Integrated Project Team that will be tracking all Corrective
Action Plans tied to FISMA or Financial System Audits. The team is made up of the General
Counsel (delegated the duties of the Deputy Secretary), myself, Deputy CIO, FSA Chief

1
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Operating Officer and the FSA CIO. The team will meet on a weekly basis to ensure that all
corrective actions are resolved based on the dates provided to and agreed upon with the OIG.
The team will be paying particular attention to any items associated with the Department High
Value Assets as well as items listed as repeat findings. This team has been charged by Acting
Secretary King with ensuring that all corrective actions are resolved, but also that root causes and
systemic weaknesses are identified and addressed, and I intend to ensure that happens.

The 1G’s Investigation
At every stage of the IG’s investigation, I have promptly and fully cooperated with the

investigation. I was interviewed in February of 2013, and then again in April of 2013, and
during those interviews I answered their questions truthfully and without hesitation. At no time
did I attempt to hinder or impede the IG"s work.

While I was not provided with a list of specific accusations against me, based on the questions
during the investigation and the counseling I received, I understand that some concerns were
expressed about my interactions with subordinate employees. My management style is to take
an interest in and care about my colleagues and subordinates. I have been blessed with the
opportunity to work with many outstanding individuals and even more blessed to have formed a
friendship with some of the employees at the Department. [ have tried my best to mentor staff
when they have asked for my guidance and to help employees grow professionally whether that
means developing skills for the job they are in or should they have an interest in areas outside of
the office. Iunderstand now that those actions could be viewed as showing favoritism. While I
continue to mentor staff, [ have modified my behavior so as not to create an appearance of
favoritism. At no time, however, did my personal relationships cloud my professional judgment.
The Department of Education has very strict rules and safeguards to ensure that an unbiased
review is done of all candidates prior to consideration for promotion or hire and I can tell you
emphatically that those guidelines were followed at all times.

Again, based on the questions during the investigation and the counseling I received, I believe
that concerns were raised by the investigation about my conduct with respect to that in my
personal time I enjoy detailing cars, and that prior to the investigation, I had also enjoyed
installing audio/visual equipment. Many staff members at the Department were aware of these
hobbies and two individuals in particular were interested in learning more about these activities.
As I shared above, I do my best to work with my staff to help them gain new skills. I came to
realize that by including them in these activities, for which they were compensated, I used poor
judgment,

With regard to helping others on my team with home projects, I also came to understand how
that could have been misconstrued. Each interaction with staff was predicated by them

2
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approaching me and expressing an interest in benefiting from my experience. I think it is
important to note that while I did not view these activities as a business, I nevertheless
understand how it could be perceived; therefore I have ceased to install any audio/visual
equipment for staff or engage in activities with staff in which there is any exchange of funds.
The last time [ performed work related to installing audio/visual equipment for anyone was in
2012, and I do not accept any funds for detailing cars.

The IG investigators also asked me questions related to the employment of a relative in another
office within the Department. As I confirmed for the IG investigator, I did inquire with some
colleagues about whether they had any openings in their office. I was pleased when I Jearned my
relative was successful in the application for the position as | have enjoyed working for the
federal government and believed my relative would find the experience rewarding. I’d also like
to share that the position was a term-limited position and the relative is no longer working at the
agency.

After cooperating with the IG investigators, I was counseled by then-Deputy Secretary Tony
Miller in 2013. After this counseling, I consulted any records I had with respect to my hobby and
amended my tax returns to the IRS for 2008-2010, determined 1 had no additional income for
2011 and reported the additional income on my 2012 tax returns. The updated returns reflected
an increase of roughly 1-2 % of my total household income.

With respect to my relationship with the owner of a vendor that performed work with the agency,
T acknowledged that relationship but want to be very clear about when that relationship
developed and also about the nature of my role in the agency’s procurement process. The
process, which is used to determine successful bidders, is done through another office within the
agency over which I do not have control. As CIO, I did not and do not have a role in
determining who will be awarded contracts. There was a period of time during which I worked
in the office that does have responsibility for awarding contracts and I was on a review panel
which ultimately determined to award a contract to this vendor but that was several years prior to
my developing a personal relationship with the owner of the vendor and I was one of three
individuals who made recommendations but did not have the final determination on which
vendor was awarded the contract. My personal relationship with the individual developed
several years after that date and occurred around when I moved in 2008 to a new neighborhood
and discovered the individual lived nearby. After running into one another in the neighborhood
several times we discovered we had many common interests outside of the workplace and the
friendship developed.

At no time did I advocate for this vendor or ask staff to treat this vendor any differently than
other vendors. I also ended my personal relationship with the vendor in February 2013.

3
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Moyving Forward
I have benefitted from the counseling of two Deputy Secretaries — Tony Miller, and Jim Shelton,

and John King, who at the time was delegated the functions and duties of the Deputy Secretary —
as well as by the agency’s lead attorney for the Ethics Division Susan Winchell. Ms. Winchell
provided counseling at an in-person meeting and in writing. While at the time I took them, 1 did
not view my actions to be inappropriate, the investigation and counseling led me to appreciate
how others might have viewed my conduct as questionable, and how in retrospect, I should have
exercised better judgment. As noted, I have severed my personal relationship with the owner of
the vendor in question. I no longer install audio/visual equipment, do not accept funds for
detailing cars, amended the applicable tax returns, and where it was appropriate, included the
relevant income on my financial disclosure form.

1 appreciate the IG’s looking into these issues and raising them to my superiors and myselfto
allow me to perform to the best of my ability and in the best interest of the agency. Ihave
learned from this experience and vow to do everything I can to show myself to be of the highest
integrity and honor. Iam proud of the service I have been able to provide to the agency and
want to continue to serve the American people. I know that as the CIO, others look to me to
demonstrate the best behavior possible and 1 am sorry if I have given any of my co-workers or
supervisors or anyone else a reason to doubt my integrity.

I’d appreciate the opportunity to answer any questions you may have about my testimony.
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Chairman CHAFFETZ. Thank you.
Ms. Bruce, you are now recognized for 5 minutes.

STATEMENT OF SANDRA BRUCE

Ms. BRUCE. Chairman Chaffetz, Ranking Member Plaskett, and
the members of the committee, thank you for inviting me here
today to discuss the Department of Education Office of Inspector
General investigation of Dr. Danny Harris, the Department’s chief
information officer.

As detailed in my written testimony, in 2011 and 2012, the OIG
received two anonymous complaints concerning allegations of crimi-
nal and administrative misconduct by Dr. Harris. The complaints
included allegations that Dr. Harris improperly awarded contracts
to a company owned by his personal friend, operated a home the-
ater installation business with a subordinate employee, and solic-
ited other Department employees to perform work for this business.

During our investigation, we learned of additional complaints al-
leging that Dr. Harris operated a business detailing cars where he
employed subordinate employees to assist with the detailing work
and also accepted payments from subordinate employees for detail-
ing their cars; instructed a subordinate employee to purchase prod-
ucts from eBay for his home theater business and sold items on
eBay using the subordinate’s account, splitting the proceeds with
the subordinate, and further used his Department email account to
conduct these transactions; appeared to have advocated for a rel-
ative’s employment within the Department; and appeared to have
made a $4,000 personal loan to one of his subordinate staff.

By April 2013, our investigation had substantiated most of these
allegations. Our investigation determined that Dr. Harris operated
outside business ventures involving home theater installation and
car detailing with members of his subordinate staff; had business
cards and received payments from subordinate employees for serv-
ices provided by those ventures.

Dr. Harris informed us that the home theater installation ven-
ture generated at least $10,000 in income, which exceeded the $200
annual threshold that required reporting on the Public Financial
Disclosure Report, Office of Government Ethics form 278. Dr. Har-
ris admitted that he did not report the income on the required
forms during the relevant time periods.

The Department’s designated ethics official informed the OIG
that Dr. Harris not reporting the income on his ethics forms was
a problem that needed to be referred to the U.S. Attorney’s Office.
Dr. Harris also advised that he did not report this income on his
taxes and acknowledged that he probably should have done so.

Our investigation also determined that Dr. Harris used his De-
partment email account to conduct his outside business ventures.

Participated on a panel that awarded a contract to a company
owned by someone he had a personal relationship with. His partici-
pation, however, did not result in that contract being improperly
awarded

Took actions to help a relative secure employment within the De-
partment. The relative was employed at the GS—4 level from 2010
to 2013.

Made a loan—a $4,000 loan to one of his subordinate staff.
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We received conflicting information regarding the allegation that
Dr. Harris instructed a subordinate employee to purchase products
from eBay for his home theater business. Dr. Harris stated that the
purchase was for his personal use. The employee stated the pur-
chase related to the home theater installation business.

As our criminal investigation into the allegations against Dr.
Harris continued, we provided a report of our initial findings to the
Department so that it could take appropriate administrative action
against Dr. Harris. The OIG also made a referral to the Internal
Revenue Service regarding Dr. Harris’s failure to report all of his
income on his income tax returns.

In February 2015, the U.S. District Attorney’s Office for the Dis-
trict of Columbia declined prosecution of all issues based on the
availability of administrative remedies. In March, we submitted
another report to the Department noting the U.S. attorney’s deci-
sion.

In June 2015, the acting deputy secretary responded to our re-
port stating that, overall, the Department found no violation of law
or regulation. Instead, the acting deputy secretary said that he be-
lieved Dr. Harris displayed certain lapses in judgment, which were
addressed through counseling provided by the two prior deputy sec-
retaries and the acting deputy secretary, and also guidance pro-
vided by the Department’s ethics official.

We closed our investigation administratively in September 2015.

This concludes my remarks, and I am happy to answer your
questions.

[Prepared statement of Ms. Bruce follows:]
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Statement of Deputy Inspector General Sandra D. Bruce
U.S. Department of Education
Before the Committee on Oversight and Government Reform and the
United States House of Representatives
February 2, 2016

Chairman Chaffetz, Ranking Member Cummings, and the members of the Committee on

Oversight and Government Reform:

Thank you for inviting me here today to discuss the U.S. Department of Education (ED)
Office of Inspector General (OIG) investigation of Dr. Danny A. Harris, ED’s Chief Information
Officer. Before 1 discuss this investigation, I would like to provide you with background

information on our investigative operations.

The ED OIG was established in 1980, charged with promoting integrity, efficiency, and
effectiveness in Federal programs and operations. We are also responsible for detecting and
preventing waste, fraud, abuse, and criminal activity involving ED funds, programs, and
operations. As such, we conduct criminal investigations of suspected fraudulent activities by

ED employees, contractors, grant recipients, schools, teachers, students —in essence, by any entity
or individual that receives ED funds or participates in ED programs. Our investigations cover a
wide range of wrongdoing, including Federal student aid fraud rings, diploma mill schemes, fraud
and corruption in after-school tutoring programs, and fraudulent billing of contracts. Our
investigations have unraveled multi-million dollar fraud schemes by high ranking school officials,

school owners, and other people placed in positions of trust to educate our children.



16

At present, the OIG currently operates with an investigative staff of 77, including 70 criminal
investigators. Our criminal investigators carry an annual caseload of about 250-300 cases.
Cases come to the OIG in a number of ways, including our hotline, self-initiated investigations
based on our audit-related or previous investigative work, reports from schools, universities,
colleges, grantees, contractors, other State or Federal law enforcement agencies, ED employees,

and Congressional representatives and their staff.

Because of the nature of our investigative work, Congress granted the OIG full statutory law
enforcement authority in 2002, which includes making arrests and conducting search warrants.
Our office conducts approximately 60 arrest warrants and between 20-25 search warrants each
year. Some of the cases we work involve subjects with significant criminal histories, including
violence against law enforcement officers, which are considered high-risk activities. We carry out
all of our law enforcement activities in accordance with Federal laws, rules, and policies and
procedures established by the U.S. Attorney General. This includes expeditiously reporting to the
Attorney General whenever the OIG has reasonable grounds to believe that there has been a
violation of Federal criminal law. In conducting our investigations, the OIG works closely with
the U.S. Department of Justice (DOJ): the OIG is the investigative arm, the fact finders; DOJ is
the prosecutive arm and determines whether a case will be prosecuted at the Federal level.

The DOJ may decline criminal or civil prosecution in favor of an agency’s pursuit of
administrative remédies. As the OIG is an independent urﬁt within the agency and cannot be
involved in management decisions, we are not involved in the agency’s determination whether to
take administrative action or the type of action to take. We do believe that it is important for an

agency to make full and effective use of administrative remedies to address employee misconduct,
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which also serves as a deterrent against misconduct by other employees and helps the agency

maintain a culture of accountability and ethical behavior in the workplace.

As mentioned previously, the OIG carries an annual caseload of about 250-300 investigations.
Less than 2 percent of these investigations involve ED employees. Although employee
investigations account for a very small percentage of our work, we take these investigations very
seriously, particularly those involving employees in senior leadership positions, as they have been
trusted not only to help lead the agency, but also to serve as stewards of billions of taxpayer
dollars. Since 2010, we have conducted 10 investigations involving senior ED officials (which we
define as employees at the GS-15 level or higher.) Our investigation involving

Dr. Danny Harris that you have asked me to discuss today is one of those cases.

The OIG Investigation of Dr. Danny Harris, Chief Information Officer

In 2011 and 2012, the OIG received two anonymous complaints concerning allegations of
criminal and administrative misconduct by Dr. Danny Harris, ED’s Chief Information Officer in
the Office of the Chief Information Officer (OCIO), who is a member of the Senior Executive

Service. The complaints included allegations that Dr. Harris:

(1) Improperly awarded contracts to a company owned by his personal friend.

(2) Operated a home theatre installation business with a subordinate employee and solicited

other ED employees to perform work for this business.
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During our investigation, we learned of additional complaints, alleging that Dr. Harris:

(3) Operated a business detailing cars, where he employed subordinate OCIO employees to
assist with the detailing work, and also accepted payments from subordinate OCIO

employees for detailing their cars.

(4) Instructed a subordinate OCIO employee to purchase products from eBay for his home
theatre business and sold items on eBay using the subordinate’s account, splitting the
proceeds with the subordinate, and further used his ED email account to conduct these

transactions.
(5) Appeared to have advocated for a relative’s employment within ED, and

(6) Appeared to have made a $4,000 personal loan to one of his subordinate staff.

By April 2013, our investigation had substantiated most of these allegations. Specifically, our

investigation determined that Dr. Harris:

* Operated outside business ventures involving home theatre installation and car detailing
with members of his subordinate OCIO staff and received payment from subordinate
OCIO employees for services provided by the ventures. We found a business card for
“Harris-Audio/Visual Innovation” which included a company logo and listed “Danny A.
Harris” as “Owner/Operator.” Dr. Harris stated that he paid hourly two OCIO employees
for the work they completed related to these ventures. Dr, Harris informed us that the home

theatre installation venture generated at least $10,000 in income. This amount exceeded the
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$200 annual threshold that required reporting on the Public Financial Disclosure Report,
Office of Government Ethics Form 278 (OGE-278). Dr. Harris did not report the income
on his OGE-278s during the relevant time periods. Dr. Harris admitted thét he did not
report them on his OGE-278s. ED’s Designated Agency Ethics Official (DAEO} said to
the OIG that Dr. Harris’ not reporting the income on his OGE-278s was a problem and
would need a referral to the U.S. Attorney’s Office. Dr. Harris also advised that he did not

report this income on his taxes and acknowledged that he probably should have done so.
Used his ED email account to conduct his outside business ventures.

While employed in ED’s Office of the Chief Financial Officer, participated on a panel that
awarded a contract to a company owned by someone he had a personal relationship with.

His participation, however, did not result in that contract being improperly awarded.

Took actions to help a relative secure employment in ED. The relative was employed at the

GS-4 level from 2010-2013.

Made a $4,000 loan to one of his subordinate staff,

We received conflicting information regarding the allegation that Dr. Harris instructed a

subordinate OCIO employee to purchase products from eBay for his home theatre business.

Dr. Harris stated that the purchase was for his personal use; the employee stated that it was related

to their home theatre installation business.

On April 2, 2013, as our criminal investigation into the allegations against Dr. Harris continued,

we provided a report on our initial investigative findings to ED so that it could take appropriate

administrative action against Dr. Harris. The OIG also made a referral to the Internal Revenue

5
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Service-Criminal Investigations Division regarding Dr. Harris’ failure to report all of his income

on his income tax returns.

On February 13, 2015, the U.S, District Attorney’s Office for the District of Columbia declined
prosecution of all issues based on the availability of administrative remedies. On March 23, 2015,
the OIG issued an addendum to our April 2, 2013, report to ED senior officials that reiterated the
OIG’s findings and noted the U.S. Attorney’s Office declination based on the availability for
administrative remedies. On June 23, 2015, the Acting Depufy Secretary responded to the
addendum and stated that overall, he and the previous Deputy Secretaries working in consultation
with ED’s Office of General Counsel, found no violation of law or regulation. Instead, the Acting
Deputy Secretary saidbthat he believed Dr. Harris displayed certain lapses in judgment, which
were addressed through counseling provided to the employee by the two prior Deputy Secretaries
and the DAEQ, and that the DAEO would provide written guidance to the employee and the

Acting Deputy Secretary would provide additional counseling.

On July 9, 2015, the DAEOQ issued a written memorandum to the employee following up on oral
guidance previously provided regarding the ethics issues raised by the OIG investigation,
including Dr. Harris®s personal friendship with a contractor, personal friendships and business
relationships with subordinate employees, and personal use of government equipment and

information resources. We closed our investigation administratively in September 2015.

This concludes my discussion of the OIG investigation. I am happy to answer your questions.
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Chairman CHAFFETZ. Thank you.
Ms. Winchell, you are now recognized for 5 minutes.

STATEMENT OF SUSAN WINCHELL

Ms. WINCHELL. Chairman Chaffetz, Representative Plaskett,
members of the committee, thank you for the opportunity to appear
before you today and discuss the matter regarding the Depart-
ment’s chief information officer, Danny Harris.

As the designated agency ethics official at the Department, I am
responsible for running the Department’s ethics program. I believe
a successful and effective ethics program must ensure that all em-
ployees have enough information about the rules to either know
how to comply with them or to know when to ask questions and
who to ask. I take this responsibility very seriously.

I first became aware of the IG’s investigation in February of
2013. At that time, in developing recommendations for deputy sec-
retary, I took into consideration that no ethics rules had been vio-
lated, that the activities had already ceased, and that the matter
had been referred to the U.S. attorney.

I subsequently participated in conversations regarding a question
from the deputy secretary about whether it would be appropriate
to reassign Dr. Harris from the OCIO position to another position.
Based on the information provided in the report, we concluded that
that would be a drastic action under the circumstances and was
neither reasonable nor required.

According to information provided in the IG’s report, the kinds
of financial relationships Dr. Harris engaged in with subordinates
are not covered by the criminal conflict of interest statute, but they
do raise potential concerns under the standards of ethical conduct.
I believe that paying a subordinate to provide services outside of
work and providing personal services to—for a fee to a subordinate
does create a “covered relationship” with those subordinates. How-
ever, under the rules, the determination about whether a recusal
is required rests with the employee first.

While the ethics official may make a binding and independent
determination about the necessity of a recusal, that determination
may not be applied retroactively under the rules. Dr. Harris has
now been counseled that he may not have outside financial rela-
tionships with any subordinate because the—as the ethics official,
I have determined that such relationships could give rise to the ap-
pearance of a lack of impartiality.

With respect to his friendship with the owner of a vendor, infor-
mation in the IG’s report suggests that Dr. Harris formed a close
personal friendship with the vendor in approximately 2010. How-
ever, in my reading of the IG’s report, I concluded that the infor-
mation presented did not support a conclusion that a close personal
friendship existed at the time Dr. Harris participated in the selec-
tion of the vendor or the implementation of the resulting contract.

According to the IG’s report, Dr. Harris failed to report income
he received from his outside activities on his public financial disclo-
sure report. Dr. Harris has reported—did subsequently report in-
come on his report covering calendar year 2012. He has not re-
ported any such income in subsequent years. The IG’s report does
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not contain information to support a conclusion that the omissions
were willful.

The IG’s report states that Dr. Harris advocated for a relative to
be hired at the Department. From an ethics perspective, I reviewed
the information provided in the report to determine whether Dr.
Harris misused his government position in attempting to obtain
employment for a relative. I concluded that he did not, as there is
no information showing that he participated in or attempted to in-
fluence the hiring process. In my view, a simple inquiry about job
openings that might be suitable for a relative is not, without more,
a misuse of position under the rules.

Finally, I reviewed the allegation that Dr. Harris misused De-
partment equipment and resources by using Department email and
other electronic resources in connection with his outside activities.
However, the IG’s report did not clearly establish whether the out-
side activities were a business or a hobby. If the activities were a
business, personal use of government equipment is prohibited
under the Department’s policy. However, if they are a hobby, the
Department policy does permit a certain amount of personal use of
such equipment.

I met with Dr. Harris in his office on March 21, 2014. I reviewed
the ethics laws and rules regarding conflict of interest and appear-
ance of lack of impartiality. This discussion focused, to a large ex-
tent, on how to handle friends in the workplace and appearance
issues that arise when supervisors and subordinates have financial
relationships outside of work. I also discussed gifts between em-
ployees and misuse of government equipment.

Chairman Chaffetz, Representative Plaskett, and the members of
the committee, this concludes my statement, and I am happy to an-
swer any questions you may have.

[Prepared statement of Ms. Winchell follows:]
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Statement of Susan Winchell
Assistant General Counsel for Ethics
Office of the General Counsel
United States Department of Education

Before the United States House of Representatives
Committee on Oversight and Government Reform

Hearing on

“1.S. Department of Education; Investigation of the CIO0”

February 2, 2015

Chairman Chaffetz, Ranking Member Cummings, and members of the Committee, thank
you for the opportunity to appear before you today and discuss the matter regarding
the Department of Education’s Chief Information Officer, Danny Harris.

My name is Susan Winchell, and as the Designated Agency Ethics Official (DAEO) and
Assistant General Counsel for Ethics, at the United States Department of Education (ED),
I am responsible for running the Department’s ethics program, Before | discuss the
present matter, | would like to provide a brief overview of my background and ED's
ethics program.

The ED ethics program is structured pursuant to U.S. Office of Government Ethics (OGE)
regulations and guidance. The program has three basic components: financial
disclosure, training, and advice and counseling. Each year we thoroughly and timely
review and certify approximately 285 public financial disclosure reports and 900
confidential financial disclosure reports; provide new entrant and annual ethics training
for approximately 1,300 employees; and respond to approximately 1,600 discrete
requests for ethics advice. In a recent program review, the OGE highlighted a number of
model practices we have instituted in the past few years to improve the ethics program,
such as ensuring that all financial disclosure reports are reviewed within 5 business
days; developing a detailed reviewer form to ensure a comprehensive and effective
review of all financial disclosure forms; and providing tailored in-person discretionary
training for offices throughout the Department upon request. Other recent
improvements include establishing an Ethics Officer of the Week rotation so that all
employees seeking ethics guidance receive a timely and complete response, and
regularly publishing information bulletins about ethics topics for all employees. The
Ethics Division has a robust intranet site with comprehensive guidance about a wide
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variety of ethics topics. The Ethics Division has been recognized in the past by OGE for
outstanding training.

| have worked at ED as a career attorney in the Office of the General Counsel {0GC)
since 1988. 1 began working in the Ethics Division when it was formed in 1991. From
2003 to 2006 | served as an Associate General Counsel at OGE, When I returned to ED in
2006, | served as the Alternate Designated Agency Ethics Official and Deputy Assistant
General Counsel for Ethics until 2008, when | was selected to serve in my current
position.

I believe a successful and effective agency ethics program must ensure that all
employees have enough information about the rules to either know how to comply with
them or understand when they should be asking questions about how the ruies apply to
particular situations. | take this responsibility very seriously, especially with respect to
ensuring that employees know when to seek counseling and who they can call if they
have questions.

Involvement with OIG Investigation

| first became aware of the Office of Inspector General (0IG) investigation around
February 27, 2013, when two OIG investigators came to meet with me and Phil
Rosenfelt, who was serving as the acting General Counsel at that time. | was formally
interviewed by the OIG investigators the next day, on February 28, 2013.

Involvement with Department Actions
In developing recommendations for the Office of the Deputy Secretary, OGC reviewed

the OIG’s April 2013 Report of Investigation {ROI) and concluded that the information it
contained did not support a finding that any ethics rules had been violated. We also
took into consideration our understanding that the activities had already ceased and
that the matter had been referred to the U.S. Attorney’s office for investigation.

| subsequently participated in conversations in 2013 regarding a question from the
Office of the Deputy Secretary about whether it would be appropriate to reassign Dr.
Harris from the OCIO position to another position. Based on the information provided
in the ROI we concluded that this would be a drastic action under the circumstances,
and was neither reasonable nor required.

Analysis of Issues Raised in OIG Investigation
Based on the information provided in the ROI, | concluded that although it appeared

that Dr. Harris exercised poor judgment with respect to some of the conduct cutlined in
the RO, he did not violate the ethics rules.

Relationships with Subordinates
According to information provided in the ROl with respect to several individuals who
were Dr. Harris's subordinates at ED, outside of work Dr. Harris paid a few of these
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individuals to help him with A/V installation and car detailing, and with respect to
others, he agreed to provide A/V installation and car detailing in exchange for a fee,
These kinds of financial relationships with individuals are not covered by the criminal
conflict of interest statute, but do raise potential issues under the Standards of Ethical
Conduct section on impartiality. 5 C.F.R. § 2635.502. Under this section, an employee is
required to consider whether a reasonable person with knowledge of the relevant facts
would question his impartiality if he works on an official assignment affecting an
individual or entity with whom he has a “covered relationship” outside of work.

A relationship with an individual with whom an employee has a financial relationship,
other than a routine consumer transaction, is a “covered relationship.” | believe that
paying subordinates outside of work and providing personal services for a fee to
subordinates does create a “covered relationship” with those subordinates. However,
for a recusal to be required, Dr. Harris would have to determine that a reasonable
person would question his impartiality with respect to official matters that affect the
subordinates involved.

Under the rules, the determination about whether a recusal is required rests with the
employee first. While the ethics official can make a binding and independent
determination about the necessity of a recusal, that determination may not be applied
retroactively. If Dr. Harris had asked me this question ahead of time, | would have
advised him that having this kind of outside relationship with a subordinate is
problematic, and that, in my judgment, would cause a reasonable person with
knowledge of the facts to question his impartiality in matters concerning those
employees, including making assignments, recommending promotions, awarding
bonuses, and conducting performance reviews. Dr. Harris has now been counseled that
he may not have outside financial relationships with any subordinate because such
relationships create the appearance of lack of impartiality. As a result, should Dr. Harris
now repeat this conduct in the future, he would violate the Standards of Ethical
Conduct, and, taking all circumstances into account, appropriate disciplinary action
would be recommended. Having counseled Dr. Harris on this issue, | feel confident he
understands and will not take any future actions in violation of the rule.

Personal Friendship with Owner of Department Contractor

With respect to his relationship with the owner of a department contractor, the ROI
reflected that Dr. Harris had known the owner for 15 years, which means they first met
in the late 1990’s or early 2000’s, and that he formed a close personal friendship with
the owner five years prior to his OIG interview in 2013, which means, from Dr. Harris’s
point of view the close friendship formed in approximately 2008 or 2003. According to
the RO, Dr. Harris and his wife vacationed with the owner between 2010 and 2012, |
am not aware of any information showing that personal funds were mingled while on
vacation or that the owner gave Dr. Harris gifts while vacationing or otherwise.
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The ROI! concludes that Dr, Harris participated in awarding contracts to the department
contractor at a time when he was close personal friends with the owner. However, in
my reading of the RO, | concluded that the information presented does not support this
conclusion because it is not clear that a close personal friendship had formed at the
time Dr. Harris was involved in activities relating to the owner’s company.

Under the rules governing appearance of lack of impartiality, the analysis of personal
friendships is similar to the analysis for financial relationships discussed above. First,
friends are not among the relationships covered by the criminal conflict of interest laws
at 18 U.5.C. § 208. Friends are also not a “covered relationship” under the Standards of
Ethical Conduct, at 5 C.F.R. § 2635.502(a). Therefore, under this rule an employee may
consider, but is not required to consider, whether a reasonable persoh with knowledge
of the relevant facts would question his impartiality if he worked on a Department
matter affecting his friend.

It is important to note that “friend” is a broad term and can describe anything from a
friendly acquaintance to a more significant and enduring personal relationship.
Therefore, the pattern, nature, and longevity of a friendship must be considered in
determining whether a disqualification is prudent. For example, in evaluating whether
an employee must disqualify himself from matters involving a friend, it is a much
different case when the friendship involves a lunch or coffee a few times a year than
one that involves an old family friend of long duration.

When friendships develop at or through work, there may come a time when a
disqualification is advisable. However, it is not practical or necessary for employees to
be disqualified from matters involving every individual they are friendly with. While the
ROI establishes that Dr. Harris and the owner knew each other as far back as 1998 or
1999, it does not provide information that illustrates a close friendship, the nature of
which would make a disqualification advisable, until 2010 when the Harris’s and the
owner vacationed together. The ROl indicates that Dr. Harris was involved in activities
relating to the department contractor through 2006, when he served as a program
manager for a contract awarded that year. Dr. Harris did determine at some point that
the nature of the friendship had become close enough for him to notify his staff that he
was disqualified from matters involving the department contractor.

It is important to note that even if an employee participates in a matter involving a
personal friend where the nature of the relationship makes it prudent to disqualify, as
noted above, while the ethics official may make an independent and binding
determination about whether an appearance of impartiality exists in a specific set of
circumstances, the rule is specifically designed to place this judgment in the first
instance with the employee. This means that if an employee works on a matter
involving a friend, he has not violated the rule until and unless his supervisor or the
ethics official makes a different determination and he proceeds to work on the
problematic matters anyway. As OGE has stated, “2635.502 reflects OGE’s concern that
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an employee not be placed in the position of being disciplined under the ethics rules for
having failed to identify every imaginable appearance issue or for having improperly

surmised the expectations of the “reasonable person.” OGE informal Advisory Opinion
97X8 (4/22/97) (emphasis added).

income Disclosure

According to the ROI, Dr. Harris failed to report income that he received from his
outside car detailing and A/V installation activities on his public financial disclosure
report. He did report income in connection with A/V installation activities on his report
covering 2012, and he has not reported such income in subsequent years, nor is there
information showing that such income existed for those subsequent years. We
generally do not require employees to amend prior reports. In our experience,
employees occasionally and inadvertently omit required information. We have
heightened concern only when there is reason to believe that the omission was willful
or the omitted entry gives rise to conflict of interest concerns. The RO does not contain
information supporting a conclusion that Dr. Harris's omissions were willful or give rise
to a conflict of interest.

Inquiry about Work Opportunities for a Relative
The ROI states that Dr. Harris advocated for a relative to be hired at ED. From an ethics

perspective | reviewed the information provided in the ROI to determine whether Dr.
Harris misused his government position in attempting to obtain employment for a
relative. | concluded that he did not. Based on the information in the ROI | concluded
that Dr. Harris inquired about possible employment that would be appropriate for his
relative. There is no information showing that he participated in, or attempted to
influence, the hiring process. In my view a simple inquiry about job openings that might
be suitable for a relative is not, without more, misuse of position under the Standards of
Ethical Conduct.

Misuse of Department Equipment

Finally, | reviewed the allegation that Dr. Harris misused Department equipment and
resources by using ED email and other computer equipment and software in connection
with his outside activities. However, the ROI did not clearly establish whether the
outside activities were a business or a hobby for this purpose. If the activities were a
business, personal use of government equipment is prohibited. However, if they were a
hobby, the Department’s personal use policy permits de minimis personal use of such
equipment.

Ethics Counseling of Dr. Harris

On February 20, 2014, | contacted Dr. Harris by email about setting up a time to meet
and discuss ethics rules. This meeting would fulfill his annual ethics training
requirement and also provide an opportunity to conduct in-person counseling on the
issues raised in the OIG’s report. This meeting took place on March 21, 2014.
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Prior to that meeting, Dr. Harris requested guidance on how to handle friendships in the
workplace. Given the timing of this request, | believe it reflected the fact that Dr. Harris
was sensitized to issues relating to friendships in the workplace by the 0IG investigation
and his subsequent counseling. ‘

Thereafter, | met with Dr. Harris in his office on March 21, 2014. | reviewed the ethics
laws and rules regarding conflict of interest and appearance of lack of impartiality. This
discussion focused, to a large extent, on how to handle friends in the workplace and
appearance issues that arise when supervisors and subordinates have financial
relationships outside of work. |also discussed gifts between employees and misuse of
government equipment.

During our conversation, Dr. Harris appeared to understand the issues, and how, with
the benefit of hindsight, the conduct under review was likely to raise the appearance
that his official actions affecting friends and subordinates with whom he has personal
and financial relationships outside of work are not impartial. He also appreciated the
fact that the personal use of government equipment is prohibited in connection with
personal business activities. | also learned in this discussion that his friendship with the
owner ended at the time the OIG initiated interviews in connection with their
investigation, and Dr. Harris no longer performed any A/V installation activities involving
his ED subordinates. This was consistent with OGC’s understanding that Dr. Harris no
longer conducted home theater installations. Dr. Harris indicated to me that he fully
understood what he needed to do in the future to avoid similar questions and issues
about his conduct. | felt that his representations in this regard were sincere and
credible.

Ultimately, had Dr. Harris consulted me on the above activities prior to engaging in
them, | would likely have advised that he not engage in the activities because they may
give the appearance of lack of impartiality. My understanding is that the U.S. Attorney’s
office has declined to prosecute Dr. Harris and closed their investigation. Having
counseled Dr. Harris on this matter, both in person and in writing, | believe that the
activities cited were temporary lapses in judgment in the long career of a public servant.
| also believe the Department handled the matter responsibly given the circumstances.

Chairman Chaffetz, Ranking Member Cummings, and members of the Committee, this
concludes my statement. | am happy to answer any questions you may have.
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Chairman CHAFFETZ. Thank you.
Mr. King, you are now recognized for 5 minutes.

STATEMENT OF JOHN B. KING, JR.

Mr. KiNG. Thank you. Chairman Chaffetz, Representative

Plaskett, and members ——
hChairman CHAFFETZ. Your microphone doesn’t appear to be on
there.

Mr. KiNG. Chairman Chaffetz, Representative Plaskett, and
members of the committee, thank you for the opportunity to appear
before you today.

In January of 2015, I joined the Department as senior advisor
delegated the duties of deputy secretary, and I became Acting Sec-
retary on January 1 of this year when Secretary Arne Duncan
stepped down.

I firmly believe that providing our children with a great edu-
cation is not just about subject matter knowledge, but also about
instilling the values that will help them become faithful contribu-
tors to our communities and democracy. I expect all Department
employees to adhere to the highest standards of ethical conduct.

Before I address the actions taken by the Department with re-
spect to the report by the inspector general in this matter, I'd like
to provide you with a brief update of what the Department has
achieved to enhance our cybersecurity since the agency last testi-
fied before this committee, as I believe we have made meaningful
progress.

Specifically, we have moved from a rate of 11 percent compliance
for two-factor authentication of all privileged users at the conclu-
sion of the cybersecurity sprint to an overall compliance rate of 95
percent as of January 31, 2016. We continue to work aggressively
with a single external vendor to accelerate implementation of two-
factor authentication for the remaining privileged users at that
vendor and project to achieve 100 percent compliance during March
2016.

I view cybersecurity as a responsibility of the entire agency, not
just that of any one individual. And although we have made and
are continuing to make progress, I am not satisfied with where we
are as an agency. I've notified my team that we must do better,
and I've directed my team to immediately undertake additional ac-
tions to strengthen our cybersecurity.

These steps include using a focused and disciplined approach to
systematically resolving and addressing the root causes behind any
cybersecurity-related findings from both our 2015 FISMA audit and
the 2015 financial statement audit.

I have also directed the team to take additional steps to increase
end-user cybersecurity awareness, to strengthen our incident re-
sponse capabilities, and to continue to build the capacity of our in-
ternal team through hiring of additional professionals with exper-
tise on these issues who can assist us in implementing best prac-
tices and improving the Department’s cybersecurity program.

Returning to the IG’s investigation and report issued to me in
March 2015, I considered very seriously the allegations. Ultimately,
my response to those allegations closed a several-years-long inves-
tigation and confirmed and supplemented the work of two prior
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deputy secretaries at the Department there and my staff and our
Office of the General Counsel.

I considered this matter in the overall context of Dr. Harris’s
more than 30-year career with the Department. Dr. Harris has
been steadily promoted under administrations of both parties to
roles of increasing responsibility. He was promoted to the Senior
Executive Service in 1998 and was appointed to his current role as
CIO during the prior administration under Secretary Spellings in
2008. He has been widely recognized for his work in the CIO role.

Given that history of service and my commitment to ethics, I was
therefore troubled to learn of the IG’s investigation. However, I was
also informed that Dr. Harris had been counseled by former Dep-
uty Secretary Tony Miller on this matter, as well as my immediate
predecessor, former Deputy Secretary Jim Shelton and the agency’s
lead career ethics attorney Susan Winchell.

Upon receiving the IG’s addendum in 2015, I again consulted
with the general counsel’s office. The synopsis of the addendum
stated that the U.S. Attorney’s Office in the District of Columbia
had declined prosecution. After reviewing the addendum, the Office
of General Counsel and Ms. Winchell advised that the additional
information included in the addendum served to confirm the con-
clusions reached by the Office of General Counsel and two prior
deputy secretaries following receipt of the initial report, namely,
that the OIG investigative materials did not include information
that could support a finding that Dr. Harris had violated any law,
rule, or regulation.

I considered all of these factors, along with the fact that the ac-
tions in question had occurred several years earlier, had since
ceased, and that Dr. Harris took immediate responsibility for his
actions and, where appropriate, included the relevant income on
his financial disclosure forms and took other corrective actions.

Based on these facts, I determined the appropriate course of ac-
tion was to supplement the actions already taken with counseling
of my own for Dr. Harris on these serious matters. I also asked Ms.
Winchell to confirm her prior oral counseling to Dr. Harris in writ-
ing.
As I stated at the outset, ensuring that the public’s business and
our work of expanding educational opportunity for all students are
carried out according to the highest standards of ethical conduct is
vitally and personally important to me. I believe the Department
took appropriate actions to address the issues raised by the inves-
tigation and ensure that they are not repeated as we continue to
work to rapidly strengthen our cybersecurity posture, an area of
critical need and a top management priority for me over the coming
year.

Thank you for the opportunity to testify, and I look forward to
answering any questions you may have.

[Prepared statement of Mr. King follows:]
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Statement of John B. King, Jr.
Acting Secretary
U.S. Department of Education
Before the U.S. House Oversight and Goverament Reform Commitiee

Hearing on “U.S. Department of Education: Investigation of the C10”
: February 2, 2016

Chairman Chaffetz, Ranking Member Cummings, and members of the Committee, good
morning and thank you for the opportunity to appear before you today. As you know, I joined
the Department in January of 2015 as senior advisor delegated the functions and duties of the
Deputy Secretary of Education, and I became Acting Secretary on January first of this year when
Secretary Arne Duncan stepped down. Prior to joining the Department, I had most recently
served in New York State as Commissioner of Education (and before that, as Senior Deputy
Commissioner), but I started my career in education as a public school teacher and then worked
as a charter school founder and principal and later as leader of a charter management
organization. In all of these roles my singular focus has been on expanding educational
opportunity for all students.

I firmly believe that providing our children with a great education is not just about
subject matter knowledge, but also about instilling the values that will help them become faithful
contributors to our communities and democracy. That is why throughout my career in public
service I have always expected myself, then my students, and later, my colleagues and
employees, to adhere to the highest standards of ethical conduct, and I will continue to expect the
same of the Department under my leadership in the year to come. For the same reason, afier

joining the Department last year and learning about the ongoing investigation by the Office of



32

the Inspector General (OIG) of alleged actions that ended in 2013 or before by the Department’s
Chief Information Officer (CIO), Dr. Danny Harris, [ was concerned and considered very
seriou‘s.ly the allegations, the prior responses to the allegations by the Department, and Dr.
Harris’s previously completed steps to address the questions raised by the investigation.
Ultimately, my response to those allegations confirmed and supplemented the work of two prior
Deputy Secretaries at the Department, their and my staff, and our Office of the General Counsel,
and closed a several-years long investigation. I appreciate the opportunity to discuss those ’
matters with you today.

As you may be aware, Dr. Harris, the Department’s CIO, ﬁ'rstjoined the Department as
an intern in 1985, and then was hired as a career civil service employee in that same year. Since
then, Dr. Harris has served the Department for more than thirty years and he has been steadily
promoted under Administrations of both parties to roles within the agency of illxcreasing
responsibility. Dr. Harris was promoted to the Senior Executive Service (SES) in 1998 and then
appointed to his current role as CIO during the prior Administration under Secretary Spellings in
2008. He has been recognized for his work in the CIO role both within the Department as well
as by a number of external organizations. Dr. Harris has received industry recognition in the
form of the Information Technology Senior Management Forum Leadership Award in 2012 and
v'vas selected as one of the 50 Most Important African Americans in Technology in 2011. During
this time, Dr. Harris has served an important role as the agency has taken urgent steps to
strengthen its cybersecurity posture — an area that I have identified as a critical priority for the
Department over the next year.

After joining the Department in 2015, 1 came to learn of Dr. Harris’s longtime service to

the Department and his reputation for consistent performance over those many years in a variety
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of roles with increasing amounts of responsibility. I therefore was surprised and troubled to
learn that prior to my tenure the OIG had opened an investigation into certain allegations
concerning actions by Dr. Harris that ended in 2013 or before. I also learned, however, that my
two most recent predecessors had both reviewed the findings éf the IG’s investigation, consulted
with the career attorney leading the Olfﬁce of the General Counsel at the time and his
experienced staff, including the career Designated Agency Ethics Official (DAEO), Susan
Winchell, and had each taken steps to address the results of the investigation.

Specifically, I learned that then-Deputy Secretary Tony Miller received the OIG’s initial
Report of Investigation (Report) on this matter in April 2013, consulted with the Office of the
General Counsel, and provided counseling to Dr. Harris in 2013, I also learned from staff and
my immediate predecessor, Jim Shelton, that then-Deputy Secretary Shelton also consulted with
the General Counsel’s Office and provided further counseling on these issues to Dr. Harris. I
also learned that the Designated Agency Ethics Official, Susan Winchell, who has responsibility
for managing the Department's ethics program, had also provided counseling to Dr, Harris in
response to the OIG Report. 1 was further advised that the OIG had referred the matter to the
U.S. Attorney’s Office for the District of Columbia and that the reason the OIG investigation still
remained open when I joined the Department in January 2015 — even after the actions of the two
prior Deputy Secretaries and the General Counsel’s Office and after the questioned activities by
Dr. Harris had ceased years earlier — was because the OIG was awaiting the results of that law
enforcement referral.

A few months later, on March 23, 2015, the OIG submitted an Addendum to the Report
of Investigation (Addendum) to me. The OIG’s Synopsis of the Addendum (Addendum

Synopsis) referred to the prior Report provided roughly two years earlier to then-Deputy
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Secretary Miller. The Addendum Synopsis also stated that the U.S. Attorney’s Office declined
prosecution, described the limited additional information gathered by OIG since the original
Report, and made clear that Dr. Harris had taken corrective action. After reviewing the
Addendum, the Office of the General Counsel and Ms, Winchell advised that the additional
information included in the Addendum served to confirm the conclusions reached by the Office
of the General Counsel following receipt of the initial Report. Specifically, that the information
did not support a conclusion that Dr. Harris violated any law, regulation, or standard of ethical

conduct.

1 weighed this counsel significantly, along with the fact that my two previous
predecessors had carefully and thoroughly reviewed and had already taken steps to address the
issues raised by the initial OIG Report that was submitted in 2013. As1 stated earlier, I was
advised when I joined the Department that the reason the OIG file remained open was due to the
law enforcement referral. In considering the appropriate response to the Addendum, therefore, I
carefully considered whether any new informaﬁon included in the Addendum should now lead
me to undertake any new or different actions with respect to this matter than the ones my
predecessors had undertaken. The new information confirmed not only OGC’s conclusion that
the information did not support a conclusion that Dr. Harris violated any law, regulation, or
standard of ethical conduct, but also that the counseling undertaken by my predecessors and Ms.
Winchell appeared to have been effective and appropriate. And, as I noted, the OIG’s
Addendum made clear that since the first counseling by then-Deputy Secretary Miller, Dr. Harris
had taken corrective action. Moreover, as reflected in the contents of the Addendum Synopsis
(which did not describe any new activities by Dr. Harris beyond his corrective action), there

appeared to have been no new activities or incidents since the OIG investigation and counseling
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took place in 2013. I considered all of these factors also in light of the information in the
Addendum that the U.S, Attorney’s Office in the District of Columbia declined prosecution in
this matter.

While no information in the Addendum led me to conclude that different administrative
actions were appropriate for the activities that had been documented and addressed years earlier,
I nonetheless viewed some of the actions by Dr. Harris that were detailed through the
investigation to reflect a serious lack of judgment. That is why although the actions in question
had occurred several years earlier (and since ceased), and had been previously addressed in
counseling by my two predecessors and the career Designated Agency Ethics Official, I chose to
supplement those actions with counseling of my own for Dr. Harris on these serious matters. In
counseling Dr. Harris, [ stated my expectation that Dr. Harris ensure that absolutely no questions
or issues of appearance arise again in the future. Dr. Harris expressed profound remorse for his
actions and stated that he had already taken actions to address any questions since the OIG
investigation and receiving counseling from then-Deputy Secretaries Miller and Shelton. Ialso
asked Ms, Winchell to confirm her prior oral counseling to Dr. Harris in writing,

As [ stated at the outset, ensuring that the public’s business, and our work of expanding
educational opportunity for all students, are carried out according to the highest standards of
ethical conduct is vitally and personally important to me. Here, I have carefully considered the
assessment by our General Counsel’s Office and career Designated Agency Ethics Official that
the information did not support a conclusion that Dr. Harris violated any law, regulation, or
standard of ethical conduct, and the decision to decline prosecution by the U.S. Attorney’s
Office, Dr. Harris’s longtime service to the Department and his consistent level of fine

performance over many years, along with Dr. Harris’s remorse, receptiveness to counselling, and
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prompt actions following the investigation and counseling to ensure that any questions about his
conduct and impartiality were eliminated and to resolve these issues in a forthright and positive
manner. [ believe the Department took apfaropriate actions to address the issues raised by the
investigation and ensure that they are not repeated as we continue to take urgent steps to rapidly
strengthen our cybersecurity posture — an area of critical need and a top management priority for
me over the coming year.

Given that focus over the coming year, I would like to close by sharing an update on our
most recent progress in this area where we also face continuing challenges and must continue to

do bétter:

» 1 was not satisfied with the Department’s results on the cybersecurity sprint this summer,
but we have made significant progress since then in implementation of two factor
authentication for privileged users — one of the most important steps we can take to
strengthen our cybersecurity. We have moved from a rate of 11% compliance for two-
factor authentication of all privileged users at the conclusion of the cybersecurity sprint to
an overall compliance rate of 95% as of January 31, 2016. While we have achieved 100%
compliance with two-factor authentication for privileged users in both the EDUCATE
and VDC environments, we continue to work aggressively with a single external vendor
to accelerate implementation of two-factor authentication for the remaining privileged
users at that vendor, and project to achieve 100% overall compliance during March 2016.

o 1have directed the team to undertake a focused and disciplined approach to systemically
resolving — and addressing the root causes behind — any cybersecurity related findings
from both our 2015 FISMA Audit and the 2015 Financial Statement Audit. Our goal is
to reduce our overall number of findings for the FY 2016 audit cycle and have a
significant impact on repeat findings.

s Ihave directed our team to work closely with third party partners of Federal Student Aid
(FSA) such as guaranty agencies (GAs) and institutions of higher education (IHEs) to
strengthen their cyber security postures. For GAs, FSA has required GAs to complete a
self-assessment regarding compliance with applicable National Institute of Standards and
Technology (NIST) standards, required cotrective action and management plans as
appropriate to address identified deficiencies, and is now tracking progress on those plans
to completion. For THEs, the Department has issued further guidance around the need to
comply with applicable standards and developed a robust technical assistance program to
help institutions accelerate progress.
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o 1 have also directed the team to take additional steps to increase end user cybersecurity
awareness, to strengthen our incident response capabilities, and continue to build the
capacity of our internal team through hiring of additional highly qualified professionals
with cybersecurity expertise who can assist us in continuing to implement best practices
and improvirg the Department’s cybersecurity program.

While significant challenges remain and we have much work to do in this area, I have set the
expectation for my team that through these activities and ongoing engagement from me and my

leadership team, the agency must see continued progress in this area during 2016.

Thank you for the opportunity to testify and I look forward to answering any questions .

you may have.
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Chairman CHAFFETZ. Thank you.

I will now recognize the gentleman from Florida, Mr. Mica, for
5 minutes.

Mr. MicA. I think Congress and the American people have to
think that a CIO position, chief information officer position, stands
for chaos, ineptness, and outrage after what we have learned this
morning. The CIO is an important position to protect the integrity
of information data. I think you have what, Mr. King, 139 million
records that you possess, personal information, $1.2 trillion of in-
formation on people who have student loans, and anyone who has
applied, I guess, has all that background information.

At the very least, Ms. Bruce, Mr. Harris was acting improperly
according to your investigation. I think there has been some hair-
splitting here on whether it was a business or a hobby. You found
information that it was a business, I think, in your investigation,
did you not, Ms. Bruce?

Ms. BRUCE. That’s correct.

Mr. MicA. Yes. And I guess also if you don’t report the income
on your disclosure—that is financial disclosure—that is also a vio-
lation, Ms. Bruce?

Ms. BRUCE. Yes, according to 5 U.S.C. at 104.

Mr. MicA. Yes.

Ms. BRUCE. Although the Department has decided that, because
it was not done knowingly and willfully, it doesn’t pursue a civil
action. Knowingly only has to be established to do administrative

Mr. MicA. And it was corrected after the fact, is that not correct?
That is

Ms. BRUCE. That’s correct.

Mr. MicA. Yes. Well, Mr. Harris, you are a senior executive serv-
ice position, is that correct?

Mr. HARRIS. That is correct, sir.

Mr. MicA. Yes. And you have been the CIO since 2008, is that
correct?

Mr. HARRIS. That is correct, sir.

Mr. Mica. And every year since 2008—we will take you to
2011—the FISMA audit contains findings of failure of the protec-
tion of the records and all of the information you are charged with,
according to what we have. That is correct. And in that time, you
received bonuses of $116,000, according to our report. That is just
part of the record, right, Mr. Harris?

Mr. HARRIS. That’s correct, sir.

Mr. MicA. This whole investigation started in December 2011. In
the meantime, he received bonuses in 2012 of $17,000; 2013,
$17,000; 2014. During all that time period, the information I have
is your performance, the job you were hired for as the chief infor-
mation officer, you had failing evaluations. Is that correct?

Mr. HARRIS. That is not correct, sir.

Mr. MicA. It is correct to the information that we have. The only
information we had just now is Mr. King mentioned that since Jan-
uary they have done better. But it appears you have actually failed
in your mission.

First, your ethics—Ms. Winchell gave you as much cover as she
possibly could, but your ethics were questionable. Ms. Bruce also
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said that your activities were not proper. There is no reason, Mr.
King, why Mr. Harris shouldn’t be fired. He is a senior executive
service officer. He has failed continually since he took the position.
I don’t think you could find more ineptness or misconduct with any
senior employee that has come before us and then rewarded for it.
It is so offensive.

And Ms. Winchell says, well, maybe we should discuss moving
him to another position. Well, that is what is wrong with this
whole system is he can fail every time, getting huge salaries, plus
he has got his little businesses or hobbies or whatever you want
to call it on the side, all the ethical questions that have been
raised, and you leave him in that position. The worst thing would
be to put him in another position and continue to get the high sala-
ries and bonuses.

Mr. King?

Mr. KiNG. Congressman, respectfully, what I can attest to is the
dramatic progress since I arrived at the Department ——

Mr. MicA. Dramatic progress?

Mr. KING.—in January 2015.

Mr. Mica. Who approved the bonuses for him when he was fail-
ing? Were you involved? You were a deputy, weren’t you?

Mr. KING. I was not present at the Department. I joined

Mr. MicA. You were not—who ——

Mr. KING. I joined ——

Mr. MicA. Then it would be the Secretary that approves the bo-
nuses? Who approved the bonuses? Even while he is under inves-
tigation, there should be at least a suspension of the bonuses.

Mr. KING. He was previously supervised by deputy

Mr. MIcA. But he failed every time, every single time since 2008.
The only time we have had any success reported is what you re-
ported from January, and that is only because the chairman con-
ducted a hearing and we hammered you last year.

I yield back the balance of my time.

Chairman CHAFFETZ. I thank the gentleman.

I now recognize Ms. Plaskett for 5 minutes.

Ms. PLASKETT. Thank you, Mr. Chairman. Good morning. Good
morning, Mr. Harris.

As a CIO, you are the senior official at the Department and that
your division is looking for for leadership and guidance. The IG re-
ported in her investigation into the alleged misconduct that you
used subordinate staff to run an outside business and failed to
properly report this business on a mandatory financial disclosure
form. Do you dispute that report at this time?

Mr. HARRIS. I do dispute that as articulated.

Ms. PLASKETT. Okay. But do you dispute that you failed to report
the income?

Mr. HARRIS. I do not dispute that.

Ms. PLASKETT. Okay. And although neither the Department or
any law enforcement authorities, the law enforcement did not elect
to prosecute, even the Acting Secretary stated in a 2015 memo-
randum to the IG that you “displayed certain lapses in judgment.”
Knowing that and not disputing that you failed to report that in-
come and you agree with some portions of the report, what specific
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steps have you taken to earn back the trust of not only the Depart-
ment but in particular the employees that you supervise?

Mr. HARRIS. Well, thank you for the question. I want to say cat-
egorically that these were hobbies that I've enjoyed for the greater
part of my life, and the employees that wanted to engage me, two
of them actually wanted to learn from me. And I am a teacher.
That’s one of the things I love to do.

Since 2012, I have severed my relationship with the vendor in
question, and I'd like to also say that in 2004 when I sat on a
panel, not selecting the vendor but providing a review for the
panel, I was not a personal friend of that vendor. That friendship
did not occur until 2008, and at that point I am completely re-
moved from the acquisition process.

Ms. PLASKETT. So what have you done to earn back the trust of
the people that you supervise?

Mr. HARRIS. I have communicated with them, explained to them,
providing transparency, and that’s pretty much what I've done.

Ms. PLASKETT. And do you believe that that alone is sufficient to
allow you to effectively serve as the CIO of the Department of Edu-
cation?

Mr. HARRIS. I'm sorry. Would you ask that question again?

Ms. PLASKETT. So you said that what you have done to earn back
their trust is communicate with them about severing your ties with
the contractor. Do you think that is sufficient to make you an effec-
tive CIO at the Department of Education?

Mr. HARRIS. I think working hard and actually demonstrating
that I'm passionate about the job and I'm providing not only the
direction but the time to do the job right.

I'd also like to put my job as CIO in context if I may.
Cybersecurity is absolutely critical to the Federal Government.
However, it is only one of the mission-critical responsibilities under
my leadership. For example, I run the entire financial management
platform. We have received 13 clean audit opinions. We have an in-
credible IT investment management program. We have the best
grants management system in the Federal Government. One, I
think, should look at the totality of my leadership, not just cyber,
even though I agree that the Department had a poor record in im-
proving cybersecurity. But again, it is only one aspect of my job,
though it is a critical aspect.

Ms. PLASKETT. Thank you. Acting Secretary King, both the IG’s
report of the investigation in 2013 and the addendum to that re-
port in 2015 raise not just concerns about this specific issue here
with your CIO but the general culture at the Department of Edu-
cation. Are you at all concerned that the IG’s concerns indicate a
broader cultural problem in your department when it comes to em-
ployees meeting ethical standards?

Mr. KING. Certainly, I have sent a clear message to the entire
Department that we are committed to ethical conduct, as did my
predecessor, Secretary Duncan. And with respect to this specific
issue, it was taken seriously. Counseling was provided. They con-
duct that was of concern in the IG report ended by 2013. And
cybersecurity is a top management priority for the Department.
We’ve made substantial progress since last January when I joined
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the Department, but there is clearly much more work to do to en-
sure that we're

Ms. PLASKETT. So how are you instilling to your employees that
this is not something that will be tolerated in the Department if
all you have done is given him counseling sessions? Where is the
stick as opposed to just, you know, the pat to him telling him don’t
do it again and it hasn’t occurred again? How do people know that
they cannot be involved in this kind of behavior? Is there anything
procedurally that you have done with Mr. Harris or moving for-
ward put in place that will demonstrate that to people?

Mr. KiNG. We provide ethics training to all new employees and
annual ethics training to all employees. Ms. Winchell runs a strong
department-wide ethics program. In the specific case of Dr. Harris,
as I indicated previously, after the IG report, Deputy Secretary
Miller and then Deputy Secretary Shelton reviewed the IG report
with the general counsel, who advised that there were no violations
of law or regulations or policy, but nonetheless, both took the step
of providing counseling, which I think was humbling for Dr. Harris,
made clear that the conduct needed to end. All of the activities
cited ended by 2013.

When I joined the Department in 2015, the outstanding issue
was the addendum resolving the referral to the Department of Jus-
tice. The Department of Justice also found there was no justifica-
tion for further action in terms of a violation of law.

I again consulted with the general counsel. Again, she advised
that there was no violation of law or regulations. However, because
I was concerned about sending a clear message about the impor-
tance of ethical conduct, I counseled Dr. Harris again and asked
the general counsel to provide written guidance to Dr. Harris on
all these matters.

Ms. PLASKETT. Has anything been sent out to the employees or
anything letting people know how this conduct was not being toler-
ated? I mean, personally, I don’t think that counseling is humbling
for an individual that then allows them—that is just a way to keep
your job. But I am just trying to see if you believe that what has
been done will keep your department on track in the areas that the
CIO is responsible for, and that you believe—do you believe that
Mr. Harris can effectively continue in the position that he has now?

Mr. KING. I believe that the evidence is clear that the activities
have stopped. It is clear that Dr. Harris understands the gravity
of the impression that was created by his activities. His remorse
is evident. We have made significant progress on cybersecurity over
the last year that I've been at the Department, and Dr. Harris has
been a key participant in that. He also is performing ably in other
areas of his work as CIO in terms of infrastructure, planning for
the continued upgrades to technology at the Department.

The message around ethical conduct is clear from me and cer-
tainly from the training that is provided to all employees. We make
clear that not only do we need ethical conduct, but we can’t even
have the appearance of any impropriety.

Ms. PLASKETT. Thank you.

Chairman CHAFFETZ. Thank you. I am now going to recognize
myself for 5 minutes.

Mr. Harris, when did you first get to know William Hall?
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Mr. HARRIS. I ——

Chairman CHAFFETZ. Your microphone, please.

Mr. HaRRIS. Thank you, sir. I met him about 15 or so years ago.

Chairman CHAFFETZ. Which year did you meet him? 2000?

Mr. HARRIS. I would say 2002 is what I recall.

Chairman CHAFFETZ. In your testimony you said, “My personal
relationship with the individual developed several years after the
date and occurred when I moved in 2008 to a new neighborhood
and discovered the individual lived nearby.”

Mr. HARRIS. That is correct, sir. I met him, but we did not form
a friendship. He actually worked at the Department and I knew of
him,1 but we never spent time together. I wasn’t a friend. It wasn’t
until I

Chairman CHAFFETZ. You didn’t spend time with him in 2005?
E Source was awarded a sole-source contract, and you were des-
ignated the program manager for that contract, correct?

Mr. HARRIS. But I did not lead that project. I was just ——

Chairman CHAFFETZ. You were the program manager, correct?

Mr. HARrIS. But I did not select that vendor.

Chairman CHAFFETZ. But did you interact with them? You were
the program manager.

Mr. HARRIS. I did interact with him, but I was not a friend. It’s
no different than the vendors—the other vendors that I interact
with that hold contracts with the Department.

Chairman CHAFFETZ. 2006 E Source was awarded another con-
tract, and you are again made program manager for that, correct?

Mr. HARRIS. I don’t recall, sir. I don’t have that in front of me.

Chairman CHAFFETZ. Okay. The point is, based on your testi-
mony, your written testimony, you said you really got to know him
in 2008, but it is clear that you had known him since 2001. There
was somebody that had—they had recommended—Mr. Hall had
recommended to come work for you, who then you hired and then
she oversaw those contracts, correct?

Mr. HARrIS. That is not true.

Chairman CHAFFETZ. Okay. We are going to explore that a little
bit more, and be careful about how you answer that one.

Mr. King, you said that you saw no violation of law, regulation,
or policy, correct?

Mr. KiNnG. That was what was advised by our general counsel.

Chairman CHAFFETZ. Okay. So let’s go through this. Mr. Harris,
we know that you were friends with this William Hall. We know
that you interacted with him. During 2008 to 2011, you had had
some 700 phone calls with Mr. Hall, correct?

Mr. HARRIS. They were not phone calls. 'm not a phone talker.
They were probably text messages. But he was a friend. I make no
excuses for that. He was a friend.

Chairman CHAFFETZ. Yes, we have the phone records. These are
the 700 calls, 700 during that time frame. There are two contracts
that get awarded during that time, correct? One was a renewal,
one was a new one?

Mr. HARRIS. I am not involved in the acquisitions process in any
shape, form, or fashion.

Chairman CHAFFETZ. You are in charge. You are obviously very
good friends with this person. According to the inspector general,
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you actually, either you or your company—you call it a hobby; I
don’t buy it. When you have revenue, you set up a company, you
don’t disclose it on your ethics form, you don’t disclose it to the
IRS. This is something you have already admitted.

So, Mr. King, how is that not a violation of regulation, policy, or
the law? He admitted that he had outside income above the $200
threshold and he did not report it neither to the IRS, nor on the
ethics form. How is that not a violation of law, regulation, or pol-
icy?

Mr. KiNG. Well, as you know, the general counsel’s role is to re-
view—our chief career ethics officer, her job is to review the find-
ings from the inspector general and to determine whether or not
there has been a violation of law or regulation or policy. The gen-
eral counsel advised

Chairman CHAFFETZ. But you are asked to review that. You are
the one that is supposed to look at that. You are not just supposed
to read it and say, hey, that is what they say. You still to this day
believe that Mr. Harris has done nothing wrong?

Mr. KING. As I indicated previously, the general counsel made

Chairman CHAFFETZ. No, I want to know what you believe. All
this evidence we have thrown out there, you still believe that there
is nothing he has done wrong?

Mr. KING. My responsibility is to rely on the guidance of general
counsel to review

Chairman CHAFFETZ. No, your responsibility is to make a judg-
ment —

Mr. KING. To review the evidence based ——

Chairman CHAFFETZ. You are hired for your judgment. You are
the Acting Secretary.

Mr. KING. And based on the recommendation of the general coun-
sel, based on the review that was conducted by Deputy Secretary
Miller when these incidents first occurred, Deputy Secretary
Shelton, after further review of the inspector general’s report, after
review of the addendum, which indicated that the Department of
Justice declined further action, based on all of those recommenda-
tions and the recommendations of our staff, yes, I believe the De-
partment’s actions in this case have been appropriate.

Chairman CHAFFETZ. I asked you if you believed that he had
done anything wrong. To this day do you believe he has done any-
thing wrong?

Mr. KING. I believe there were significant lapses of judgment,
counseled him to that fact ——

Chairman CHAFFETZ. In your mind, is that doing something
wrong?

Mr. KING. Those significant lapses of judgment, I counseled him
on those, and they ended by 2013.

Chairman CHAFFETZ. Is it a violation of policy or regulation or
law to have outside income and not disclose it?

Mr. KING. The specific determination of whether or not the evi-
dence

Chairman CHAFFETZ. No, no, no, no, no, Mr. King, with all due
respect, you are smart guy. You are in this position for a reason.
I am asking you, is it appropriate? Because everybody at the De-
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partment of Education is watching you and what you are doing,
and there is a reason why you are scoring near the bottom of the
heap, bottom 10 percent of everybody in government. Every single
key metric we look at is going down, and it is your leadership that
is on the line. I am asking you, is it appropriate, is it a violation
of law, regulation, or policy to have outside income and purposely
not disclose it?

Mr. KING. Based on the recommendation of our general counsel,
I do not believe that there was a violation of law, regulation, or pol-
icy.

Chairman CHAFFETZ. He admitted that he didn’t do it.

Mr. KiNG. But I will say—I will say ——

Chairman CHAFFETZ. He admitted he didn’t do it. You don’t
think that is

Mr. KiNG. Respectfully, Congressman, on the point of whether or
not every indicator is going down, the Department has made dra-
matic progress —

Chairman CHAFFETZ. No, no, no —

Mr. KING.—with respect to cybersecurity since January of 2015.

Chairman CHAFFETZ. You got an F. You are one of only a couple
agencies that during the cyber sprint you went down, and you are
here to tell us things are getting better? I don’t buy it. The ques-
tion before you, again, last time—I don’t want to badger you. This
is the last time I am going to ask this. It is a simple question. Is
it appropriate, is it a—or let me put it another way. Is it a viola-
tion of law, regulation, or policy to have outside income above $200
or more and not report it? Because he has admitted that he hadn’t
reported it.

Mr. KING. It was a lapse in judgment. As a result of that lapse
in judgment, Dr. Harris was counseled on the point of the progress
made

Chairman CHAFFETZ. I'm asking you if it was a violation, not did
he go through counseling, which didn’t do crap. Did he or did he
not violate policy?

Mr. KING. Respectfully, Congressman, after the counseling, the
activities ended. I've been very clear that the activities constituted
a lapse in judgment.

I do want to make the point with respect to the cybersecurity
and the topic of the hearing in November, the Department has
made substantial progress. One of the clearest indicators of that is
the issue of two-factor authentication, which is a significant
cybersecurity challenge for all public and private institutions. We
were at 11 percent of the time of the cybersecurity sprint. We are
at 95 percent today with one vendor that needs to resolve their
two-factor authentication compliance and will do so by March. That
is very significant progress. We are also making progress on resolv-
ing the findings in the FISMA audit.

I joined the Department in January 2015. Like you, I did not feel
that the Department had done adequate work to protect our
cybersecurity. We have, since then, made tremendous progress.

Chairman CHAFFETZ. Mr. Harris, what kind of bonus to you get
last year, 2015?

Mr. HARRIS. Approximately $15,000.
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Chairman CHAFFETZ. All right. So $230,000 in bonuses, really?
You can justify that?

Mr. KING. I can’t speak to the reviews of performance prior to my
joining the Department. I can say that since I joined the Depart-
ment in January 2015, we have made very significant progress on
cybersecurity.

Chairman CHAFFETZ. There is no metric, with all due respect—
and I appreciate the time here—there is not a single metric, not
one that 1s positive. Every single metric has gone down.

With that, my time is more than expired. I will now recognize
the gentlewoman from New York, Mrs. Maloney, for 5 minutes.

Mrs. MALONEY. Thank you.

Dr. Harris, cybersecurity, it is a problem. It has been rated with
an F. It is one of the biggest challenges we have before our govern-
ment. It is a huge responsibility to address it. And as the chairman
pointed out, you had $230,000 in bonuses. I understand you are
paid $183,000 a year for being a CIO, is that correct?

Mr. HARRIS. That is correct.

Mrs. MALONEY. And also you are a consultant to the Department
of Education for the city of Detroit. Is that correct?

Mr. HARRIS. No longer, but at one time.

Mrs. MALONEY. How much were you paid those years when you
were there?

Mr. HARRIS. Approximately $5,000.

Mrs. MALONEY. Approximately $5,000. And then also you teach
at Howard University?

Mr. HARRIS. That is correct.

Mrs. MALONEY. And how much are you paid for that?

Mr. HARRIS. Fifteen thousand dollars.

Mrs. MALONEY. Fifteen thousand. And then on top of that, you
have, I think, three other jobs I have heard today. You have got
your car business with 40 employees, is that correct?

Mr. HARRIS. That is not correct.

Mrs. MALONEY. Do you have a car business?

Mr. HARRIS. I do not. It is a hobby, and one other individual
who’s an enthusiast helps me.

Mrs. MALONEY. Do you make money off of it?

Mr. HARRIS. No, I do not. I get $50 and I pay for supplies. I make
no money off of that.

Mrs. MALONEY. And then ——

Mr. HARRIS. And I've only

Mrs. MALONEY. Then you have another hobby where you are put-
ting equipment in people’s homes and are compensated for that, too

Mr. HARRIS. I

Mrs. MALONEY.—right?

Mr. HARRIS. I did prior to 2012.

Mrs. MALONEY. Well, you are a very, very busy man. I can un-
derstand why there are problems at the cybersecurity and Edu-
cation Department when you have so many other outside jobs.

Anyway, on this situation with your friend, what was the con-
tract for, the E Source contract, and how much was it for? You are
the contract manager. Do you know what the contract was? Was
it $10 or $1 million?
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Mr. HARRIS. Which contract would you be referring to, the one
in 2004?

Mrs. MALONEY. All of them, the one in 2004 and the other two.

Mr. HARRIS. The one in 2004 I believe was for project support.
The other contracts

Mrs. MALONEY. Okay. How much was that one for?

Mr. HARRIS. I have no idea.

Mrs. MALONEY. Can you find out and get back to the committee?

Mr. HARRIS. I most certainly could.

Mrs. MALONEY. Okay. What were the other two for?

Mr. HARRIS. I believe both were for project management support,
and I can get you ——

Mrs. MALONEY. Project support?

Mr. HARRIS.—the information on that.

Mrs. MALONEY. Now, why did this have to be a sole-source con-
tract? That seems like a business that a lot of people could be in.
I could even go in and get some project support. Why was that a
sole-source contract?

Mr. HARRIS. Well, if—allow me to put in context how they De-
partment works in terms of acquisitions. I as the CIO make gen-
eral—provide general direction on technologies and implementa-
tions

Mrs. MALONEY. Okay. Can you get back to me in writing ——

Mr. HARRIS. I ——

Mrs. MALONEY.—why that was a sole-source contract? Because I
think everybody on this panel could go in and do project support.
El(lie:it should be a competitively bid contract to the lowest-qualified

idder.

Mr. HARRIS. I will get back to you. Our contracts division, which
is not in CIO, determines the contract approach. I have nothing to
do with that. But we can certainly get that information for you.

Mrs. MALONEY. I think the contract approach for an agency that
is rated the most mismanaged, that probably has the most impor-
tant goal and responsibility of any agency in our government is
education and building our workforce and helping our young people
become good citizens. It is an incredibly important agency. And I
think maybe you are spending too much time in meetings.

I think all these contracts should not be sole source. They should
go to the lowest-qualified bidder. It would be cheaper to adminis-
trate and it would cut out any threat or all these ethics meetings
on whether or not there is a conflict of interest. Do you agree that
a sole-source contract would work, Dr. Harris?

Mr. HARRIS. I'm not a subject matter expert on contracts, and
that’s not in my division so —

Mrs. MALONEY. Okay. Ms. Bruce, do you think a sole-source con-
tract to a qualified bidder—you have to have a panel, make sure
they are qualified, that they can do the work, that they have a
work history, that they are paying their taxes as good citizens, low-
est-qualified bidder. Something like the support service, do you
think that could have been a sole-source contract or should it be
a sole-source contract or competitively bid?

Ms. BRUCE. Ms. Maloney, I would have to defer to the Depart-
ment as far as the acquisition process. I do know that the Federal
acquisition regulations and other processes do look for those things,
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but I would defer to the Department as to why they made the deci-
sion to use the sole-source contract.

Mrs. MALONEY. Yes. I don’t understand that. And I think we
should change the law, that you go to the lowest-qualified bidder.
And if you go to a sole source, have to write out in detail why you
need a sole source.

I would just like to respond to Mr. King. I think the point that
the chairman was trying to make is that when you head an agency,
everyone looks at you. You are the leader. And you are sending
messages to employees of how to act. And when someone violates
a regulation or a law, then it tells everybody else they can violate
the same one and go to counseling and it is okay.

So I think that is the point he was trying to make, that if we
have rules and laws, they are supposed to be followed. That is why
they are there. And if you are going to change it—most people
think you have a rule or law, you follow it. Basically, what is hap-
pening under your leadership is you have a rule or law, you can
violate it, just go to counseling and it is okay. Is that an appro-
priate description of what is happening?

Mr. KING. No. So to be clear, the Office of General Counsel, my
predecessor’s predecessor, and my predecessor all reviewed the re-
port of the IG and concluded there was no violation of law or regu-
lation and —

Mrs. MALONEY. But there is a law ——

Mr. KING.—his conduct ——

Mrs. MALONEY. There is a law that if you have outside income,
you report it, and they didn’t report the outside income. That, in
my opinion, is a violation of law.

Mr. KING. The general counsel, in reviewing that specific issue,
made a distinction between a hobby and a business and what
knowledge of the application of the disclosure Dr. Harris had at the
time. But I—but to be clear, of the conduct ——

Mrs. MALONEY. But I think we should change that, too, and we
should say that a law is a law, and that a hobby is also covered.
Maybe we need to clarify it for your counsel.

Mr. KiNG. The conduct at the time—just to be clear, the conduct
that was described in the IG report ended by 2013. I had joined the
Department in 2015.

Chairman CHAFFETZ. I thank the gentlewoman.

And I would—as we recognize Mr. Farenthold here, Mr. Harris,
you previously served as the deputy chief financial officer. We in-
troduced you as being responsible for contract administration,
grant management, accounting. Your ignorance about contracting
is, I think, without merit.

I will now recognize the gentleman from Texas, Mr. Farenthold,
for 5 minutes.

Mr. FARENTHOLD. Thank you very much.

Mr. Harris, I am over here behind the person doing the tran-
scriptions. I will lean over so you can see me.

So after the breaches at the OPM, the OMB launched the cyber
sprint for 30 days. And you guys actually scored negative 14, which
puts you in the worst of the worst. And I have kind of heard some
testimony here that you are trying to improve. But the Depart-
ment’s performance in that cyber sprint reinforces the key IG find-
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ing that the Department had no mechanisms to restrict the use of
unauthorized devices on its network. This was a finding from the
2011 fiscal year.

The IG is continually warning that failure to restrict unauthor-
ized devices on internal network segments could allow perpetrators
to bypass the two-factor authorization, obtain information about
the network, and gain access to the Department’s internal re-
sources.

Obviously, the private sector is moving faster than the govern-
ment by banning workers from using portable devices such as USB
drives and wanting employees to be careful what they post on so-
cial media and even discouraging workers from posting out-of-office
replies on their emails.

The IG found you used Department emails to support your side
business—we have talked a lot about that—but also that you con-
nected various electronic devices like USB thumb drives and CD-—
ROMs from home in conflict with your own internal policy that I
guess you wrote. Don’t you see a little problem here with the guys
on the top aren’t following the rules?

Mr. HARRIS. We certainly have tools in place now to restrict all
employees from connecting anything. I think it’s standard practice
when you travel all the time with your devices so that you can
work to inadvertently put a non-supported USB or a CD in a drive.

Mr. FARENTHOLD. Yes. My concern is you guys have pretty much
every student Social Security number on file, probably including
both of my daughters. I am old enough that you probably don’t
have mine. So this is something that really is concerning.

Mr. King was testifying that you guys have made some progress.
Do you agree, the progress?

Mr. HARRIS. Yes, we have.

Mr. FARENTHOLD. All right, but ——

Mr. HARRIS. Ninety-five percent is a really good number.

Mr. FARENTHOLD. There is still work to be done, though?

Mr. HARRIS. There is indeed.

Mr. FARENTHOLD. What is stopping you from getting it done?

Mr. HARRIS. The—we have two small challenges on privileged
and non-privileged. On the privileged, we are 95, and we have one
vendor who is completely re-architecting their data centers to seg-
ment out the Department of Education so that we can overlay two-
factor authentication. That is to happen in March, and we will be
at 100 percent.

In terms of unprivileged users, we’re at 86 percent plus, and
we're looking at our assistive technology and disabled community
to provide technology that allows them to use two-factor, and then
we would be 100 percent on unprivileged as well. And we’re looking
to achieve that by summer.

Mr. FARENTHOLD. All right. And so can you talk a little bit about
your—I mean, you are CIO. Could you talk a little bit about your
IT background and training? Because it looks like you came up
through the financial and contracting segments.

Mr. HARRIS. Actually, I came up through the IT segment. I start-
ed at the Department as a GS—5 programmer. I did development
work probably for the first 7 years of my career. I did big database
administration work ——
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Mr. FARENTHOLD. So you should have—why didn’t you see some
of this coming beforehand? I mean, obviously hindsight is 20/20. So
having, you know, worked up in the trenches of the organization
and—you know, you saw the headlines from Snowden to—I mean,
why didn’t we see some of this coming and do something about it
before it hit the fan?

Mr. HARRIS. So as an IT professional, I am not a cybersecurity
subject matter expert. And so it is true that the Department has
been slow in making progress, and we’re happy about the progress
we're making now, but we need to make more.

Mr. FARENTHOLD. But, I mean, if you are a former programmer
and have been messing with computers for years, in light of—I
mean, when Snowden came out, didn’t something go off in your
head, maybe we ought to, you know, make sure that this doesn’t
happen to us?

Mr. HARRIs. Well, it’s a good question. I would like to say that
approximately 6 years ago I met with then-Secretary Arne Duncan
and indicated to him that I was very concerned about our IT secu-
rity posture, and I asked him for funding to do the first-ever De-
partment IT security discovery process. And that was really, in my
opinion, the foundation of the Department really starting to get
really serious about cybersecurity.

Mr. FARENTHOLD. But then how do we come to, you know, just
a few months ago you are an F? I don’t understand it. I guess if—
well, I am not going to take a shot. We just have got to get it fixed.
I yield back.

Chairman CHAFFETZ. I thank the gentleman.

I will now recognize the delegate from the District of Columbia,
Ms. Norton, for 5 minutes.

Ms. NorTON. Thank you, Mr. Chairman.

What is concerning here, Secretary King, if you see how this
began, it was uncovered not from the top down but apparently
there were anonymous complaints. That suggests something that is
very troubling. If you are an employee—and who knows where
these anonymous complaints—perhaps they were peers—but there
is a good chance, given that we are talking about an SES member
here, that it was subordinates and that there may have been
resentments. So, you see, that reflects on the Department itself,
and it is very concerning to me since obviously you look to whoever
is in charge to provide the example so they can reprimand those
who do not live up to what is expected.

Now, I have to tell you, I am unimpressed that the U.S. attorney
did not proceed. I know how U.S. attorneys work. They have to
have a slam dunk. It has to be worth it to them. It has to be a
big enough case because they have so many complaints or possible
cases, so it absolutely means nothing.

I don’t even know what the standard is. I don’t know if the
standard was intent, which may have made it difficult, was know
or should have known. So, you know, I discard that. But I do note
that Ms. Bruce said that—and I am looking here at your testimony
on page 5—“so that it could take appropriate administrative ac-
tion.” So I want to move to the Secretary.

Would you outline the kinds of administrative action that was
possible to be taken? We know that what happened was counseling.
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What kinds of administrative action could have been taken against
this employee to indicate that there had been issues with what he
had been doing?

Mr. KiNG. Well, I will ask Ms. Winchell to expand on this, but
I think for us the key question is, was there a violation of law or
regulation? There are a set of penalties or table of penalties that
are associated with violations of law or regulation ——

Ms. NORTON. So I am asking for the administrative actions that
could have been taken in light of the findings that have been made.
So you don’t have to reiterate the findings because I am going to
ask you about no violations next.

Mr. KING. Yes.

Ms. NORTON. I am simply trying to find out, as someone who is
literally ignorant, when I hear that what happened was counseling,
okay, but what were the possible administrative actions that could
have been taken?

Mr. KING. Well, the key thing is the finding here was a set of
lapses in judgment that could lead to

Ms. NORTON. Okay. What were

Mr. KING.—here it’s

Ms. NORTON.—the possible administrative actions ——

Mr. KiNG. Right.

Ms. NORTON.—that can be taken when there is a lapse of judg-
ment but apparently no violation of regulations or, as far as you
know, laws?

Mr. KING. As an SES employee, an SES can be reassigned. That
was apparently considered by Deputy Secretary Miller several
years ago when ——

Ms. NORTON. So what else could be ——

Mr. KING.—this first was raised. This could have been factored
into the employee’s ratings at the time. Those were decisions that
were made by Deputy Secretary Miller at the time that these
issues

Ms. NORTON. Pardon me ——

Mr. KING.—emerged.

Ms. NORTON.—were they factored into the employee’s ratings?

Mr. KING. 'm—I don’t know. That was—that was 2 years be-
fore—it was more than 2 years before I came to the Department.

Ms. NORTON. You don’t have access to what the ratings were?

Mr. KING. I do not have personal knowledge of the ratings and
how they were constructed by the—his supervisor at the time.

Ms. NORTON. Mr. Harris, were your ratings affected?

Mr. HARRIS. Outstanding.

Ms. NORTON. Your ratings throughout

Mr. HARRIS. My ratings were outstanding.

Ms. NorRTON.—all of this was outstanding?

Mr. HARRIS. Yes, as a result of the entire body of my work, not
just cybersecurity.

Ms. NORTON. And that is even though these questions had aris-
en? You were given outstanding ratings even though these ques-
tions were known to those who were the raters?

Mr. HARRIS. Many of them were just allegations, and I've owned
up to those that represent really poor judgment on my part.
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Ms. NORTON. So has your ratings suffered at all as a result of
what has now been found to be the facts?

Mr. HARRIS. No.

Ms. NORTON. So you continued to be rated outstanding?

Mr. HARRIS. Yes.

Ms. NORTON. Mr. King ——

Mr. KING. Yes, so

Ms. NORTON.—you see the problem that that may raise. Put
yourself in the position of a Federal employee, and you look at how
the rating apparently has not even been affected, no violations of
regulations, no violations of any kind found.

Could I ask you, in light of the fact that no violations were found,
that apparently there is a finding that it was unclear whether Dr.
Harris’s outside work constituted a business or a hobby, has it not
occurred to the Department to clarify this so employees know what
is the difference and so it will not be unclear for those who may
have seen or known about this particular matter so that—don’t you
think that is rank confusion in the Department when they see a
high level official was engaged in outside activity for which there
was remuneration but it was unclear whether it was a business or
a hobby? Doesn’t the Department have an obligation now to issue
guidance so that these things are cleared up?

Mr. KING. Yes. We do make clear in our ethics training what em-
ployees’ responsibilities are

Ms. NORTON. So what is the answer? In other words, if an em-
ployee wants to know, look, I want to know, I don’t want to be
caught in this thing, too, I want to know if I do this, would it be
considered a business by the Department of Education or would it
be considered a hobby? Is there concrete guidance on that matter,
given what has happened here with an SES employee?

Mr. KING. The guidance to employees is to, when there is a po-
tential issue of appearance of impropriety, to seek guidance from
the ethics officer, and the ethics officer provides that guidance. In
this case—I mean, it’s a question of whether or not Dr. Harris un-
derstood at the time that he needed to seek that guidance. He did
not, and this was raised through the IG report, and then the ethics
officer was reviewing the IG findings.

Chairman CHAFFETZ. I thank the gentlewoman.

I now recognize the gentleman from Michigan, Mr. Walberg, for
5 minutes.

Mr. WALBERG. Thank you, Mr. Chairman. It is good to have the
testimony in front of us today. I guess I would offer a point of per-
sonal advertising. My SES bill seems to have more pertinence all
the time of trying to deal with concerns that go on.

Dr. King, I just want to ask you a direct question, and other
questioners kind of waltzed all around it, but the direct question
I want to ask you is do you have faith that Dr. Harris can effec-
tively lead the OCIO?

Mr. KING. I do, based on the progress that we’ve made since Jan-
uary 2015 and based on his overall performance in the other areas
of responsibilities, yes.

Mr. WALBERG. You have clear faith, certain faith that he can
lead?
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Mr. KING. I have confidence in his leadership. I have confidence
in the progress that we’ve made over the last

Mr. WALBERG. Well, it is important for me to know because the
Department of Education, in its oversight capacity over national
education issues—and brought up the fact that Dr. Harris has been
involved with Detroit school system in trying to turn a failing
school system around, a system that needs to be turned around for
the benefit of its students, the families, and the city at large.

It is a requirement for any type of growth economically or other-
wise in a community as important as Detroit to have a school sys-
tem that we have confidence in. And so when we have leadership
coming from the Department of Education and we have people from
the Department that are working in a consulting, advisory, leader-
ship, whatever aspect of trying to turn schools around like that, it
is important that integrity reigns and that confidence is there. And
so that is why I wanted to hear your answer. You said you have
complete confidence, faith that Mr. Harris can carry on his duties.

Let me ask you then, since you began directly receiving reports
of findings from the IG as early as March 23, 2015, have you per-
sonally talked to OCIO staff to better understand the culture there
to try and improve things for the staff but also the effectiveness of
the organization?

Mr. KING. I've certainly worked with staff from OCIO as we have
focused on addressing that—the significant need for improvement
around cybersecurity, and I've worked closely with our staff to
make those improvements since I arrived in January 2015.

Mr. WALBERG. What specific steps are you taking to improve the
morale at the very least?

Mr. KING. Well, I think the —

Mr. WALBERG. Specific steps.

Mr. KiNG. The morale is bound up with the responsibility to exe-
cute on their work for the Department, which is to ensure that the
Department’s technology works smoothly for their fellow employees
and to ensure that the personal information that we have is secure.
And we have made substantial progress.

I do think that substantial progress has required folks to work
additional time, to adjust their work processes, but we are seeing
progress. We're seeing progress in terms of our two-factor authen-
tication. We're seeing progress in terms of the resolution of FISMA
audit findings. I met with the CIO and members of his team, as
well as our Federal Student Aid Technology Team on a weekly
basis for much of last year to ensure that we made progress, and
we're going to continue to do that going forward.

Mr. WALBERG. And I wish you well. During the committee’s No-
vember hearing, Dr. Harris, under my questioning, could not an-
swer my questions during the testimony specifically in the area of
risk rating and the facts/figures that were there and the con-
tracting issues. Regarding information that he certifies on the Fed-
eral IT dashboard, do you have confidence in Dr. Harris to provide
accurate information to the dashboard?

Mr. KiNG. I do have confidence going forward. Obviously, I can’t
comment on information that was provided prior to my joining the
Department.
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I will say I share the committee’s concern that we need to rapidly
improve our cybersecurity posture. We are making progress. I
think it’s clear to everyone that all public and private institutions
are subject to significant cybersecurity threat, and that threat is
ever-evolving, and we’ve got to continue to work to ensure that we
are positioned to protect the information that we have.

Mr. WALBERG. Well, I again wish you well on that. We expect to
see that in action. It is very concerning that we set in a place of
great responsibility with records, with backgrounds, Social Security
numbers, information on families as well as students, and there is
an expressed concern that we have all sorts of reason because of
the lack of integrity, of credibility, and now, more importantly, ulti-
mately no consequences except counseling.

I think I have said probably enough. I yield back the balance of
my time.

Chairman CHAFFETZ. I thank the gentleman.

I now recognize the gentlewoman from Illinois, Ms. Kelly, for 5
minutes.

Ms. KeLLY. Thank you, Mr. Chair. Good morning.

We all are aware of the constantly evolving cyber threats to in-
formation systems, as seen by the many breaches that have re-
cently occurred in both the private and public sectors. The Federal
Information Security Management Act is another important piece
of legislation that requires the agency and inspector general to as-
sess the state of their information security management.

Dr. Harris, my committee, the IT Subcommittee, held a hearing
in November on the Department’s compliance with FISMA based
on the IG audit report. We learned the Department heavily relies
on contractors for its IT systems. We also heard that, although
progress has been made on IT security, continued improvement is
needed. You acknowledged this need for improvement in your open-
ing statement. Can you tell me what your top priority is in this
space?

Mr. Harris. Well, specifically in the FISMA area, we have put
an integrated project team together to meet weekly to look at the
51 caps that we have under the 18 findings for FISMA. We have
already completed a number of those, approximately four of those,
and we're looking to complete the vast majority of them by mid-
summer.

Our number one priority is to protect—to correct those things
that impact our HVAs, our high-value assets. A second priority is
to ensure that repeat findings simply don’t occur, not just not occur
in individual systems, but occur across our ecosystems. So those
are our two top priorities.

Ms. KELLY. You might have answered this and I wasn’t in the
room, but do you feel like you have the staff and the resources that
you need to complete your goals?

Mr. HARRIS. We don’t have the necessary resources that we need
to complete our goals. Everything is based on risk, and so what we
do is look at risk and then we complete those items at the highest
level of risk. There are times—in fact, some of our repeat findings
have to do with the fact that we don’t have the resources to do ev-
erything.
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Ms. KELLY. And the reason I ask oftentimes people say they can’t
find the people to carry out the tasks because everyone is, public
and private sector, looking for experts on cybersecurity, and of
course government doesn’t pay what the private sector pays. So are
you finding that also?

Mr. HARRIS. We are. It’'s one of our biggest challenges. As Dr.
King mentioned earlier, we are bringing on a couple of
cybersecurity experts to support not just the Department of Edu-
cation but specifically Federal Student Aid, and we’re looking for
more talent also to bring on board to get at some of these chal-
lenging issues we have in cybersecurity.

Ms. KELLY. Okay. Thank you. And I just ask that you keep this
committee updated as you continue to address the weaknesses in
the Department’s security systems identified by the IG. Thank you.

Mr. HARRIS. I will.

Mr. CoNNOLLY. Would my friend yield?

Ms. KELLY. Yes, I will.

Mr. ConNoOLLY. I thank my friend from Illinois.

Just if I could build on that, Mr. King, how well do you think
the Department is implementing FITARA, which is of great con-
cern to this committee?

Mr. KING. We are making progress. We have our FITARA imple-
mentation plan now approved by OMB. We have made good
progress on implementation, continued work to happen through
this spring into the summer. Historically, the work of the Federal
Student Aid CIO and the Department CIO have proceeded on par-
allel paths but not always coordinated paths with Department CIO
having full transparency into the activities of the FSA CIO. That
will now change with FITARA implementation, and we are working
through the internal operations to ensure that that happens.

Mr. CONNOLLY. And how are you doing on data center consolida-
tion, perhaps one of the most immediate big cost-savers if done cor-
rectly?

Mr. KING. We are in the initial stages of implementation. I would
have to ask Dr. Harris to comment ——

Mr. ConNoOLLY. Dr. Harris

Mr. KING.—on the technical side of that.

Mr. ConNoOLLY. Mr. Harris?

Mr. HARRIS. We have approximately 134 systems in our informa-
tion systems inventory. More than half of them fall within our pri-
mary data centers, and we are working on those that fall outside,
much of which don’t have PII, but we’re working with those ven-
dors to amend contracts and to ensure that they follow NIST guid-
ance and FISMA guidance.

Mr. ConNoLLY. Well, remember, one of the explicit goals is con-
solidation of those data centers. We don’t want a huge, you know,
plethora of data centers if we can help it. How are you coming on
that?

Mr. HARRIS. Well, what we’re doing is we’re looking at those
things that we can actually consolidate, but we’re also looking at
a massive retirement of systems that we simply don’t need to be
carrying on our list of systems inventory.

Mr. ConNoLLY. We look forward to seeing that progress. Thank
you. And I thank my colleague from Illinois.




55

Mr. CARTER. [Presiding.] The gentleman yields.

The chair recognizes the gentleman from Alabama, Mr. Palmer,
for 5 minutes.

Mr. PALMER. Thank you, Mr. Chairman.

Dr. Harris, you once said in an interview with FedScoop that
what keeps you up at night are things you don’t know, yet at our
last hearing—it is November 17 last year—you couldn’t answer
some basic questions asked about the lack of personal identifica-
tion, identity verification/authentication and the vulnerabilities in
the Federal Student Aid central processing system. I would like to
direct your attention to some slides if the staff can put up the first
slide.

[Slide.]

Mr. PALMER. This is, if you will notice, a conference. It is a pres-
entation from a conference on Federal Student Aid that you did.

Okay. If you would go to slide number 8.

[Slide.]

Mr. PALMER. If you look at slide number 8, you are laying out
all these things that you are doing. Now, this was in 2011. And
what concerns me is when I was asking you just a basic question
about the security measures that are in place to protect the CPS
system, I mean, CPS system processes 22 million student aid appli-
cations a year. There is integration between the Veterans Adminis-
tration, Selective Service, Department of Justice, Department of
Homeland Security, Social Security Administration. I mean, there
are 139 million unique Social Security numbers in this system. And
your answer to that question was to apologize. You said I don’t
have operational oversight of that system. I have limited knowl-
edge, but I can certainly get you more information on that.

Dr. Harris, you know, what you don’t know may keep you up at
night, but I can assure you when we get responses like that from
people responsible for keeping our information systems protected,
when you can’t answer that, that keeps us up at night.

What I would like to do is to go back to this question and ask
you, have you had time to learn about this since I asked you that
question?

Mr. HARRIS. I have, sir. And as a result of implementing
FITARA, there are two significant things that have occurred that
will allow me to engage Federal Student Aid more. I made no apol-
ogy if you will about my lack of—my lack and limitation in the
Federal Student area—arena. They have, up unto this point, inde-
pendence. But FITARA will allow me 1) to have veto authority over
Federal Student Aid IT activities and spending. It will also put me
on their Investment Review Board, which I was not on before, to
actually have an impact on how they strategize and plan their IT
activities. Now, I can truly get answers about how their ecosystem
actually works.

Mr. PALMER. Well, what is the status of implementing the per-
sonal identification verification?

Mr. HaRriS. The PIV?

Mr. PALMER. The PIV.

Mr. HARRIS. We are at 95 percent, and the one vendor that we
talked about is in the Federal Student Aid ecosystem, and we'’re
hoping to be—our plan is to be 100 percent by March ——
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Mr. PALMER. You —

Mr. HARRIS.—once that vendor segments their architecture.

Mr. PALMER. You also made a point that you weren’t able to give
me an answer on that because you didn’t have operational over-
sight, and I think you may have mentioned that it was perform-
ance-based organization. Can you describe the Department’s over-
sight of the PVO’s information security activities under FISMA
now?

Mr. HARRIS. Yes. Under FISMA they followed the same guide-
lines that the rest of the Department follows, and that actually
does flow up to me. And that is exactly why we set up the team,
the senior team to actually ensure that all of the lines are on time
and are met.

Mr. PALMER. How many of these—you made all of these points
that things that you said needed to be done. How many of those
have actually been done?

Mr. HARRIS. I would have to see that again on the screen, sir,
and I can react to that.

Mr. PALMER. Well, you can go back to that. We’re down to the
last few seconds here.

Mr. HARRIS. Okay. But I can respond—I can provide that infor-
mation to you, sir.

Mr. PALMER. Okay. That’s all the questions I have, Mr. Chair-
man. I yield back.

Chairman CHAFFETZ. I thank the gentleman.

I will now recognize the gentleman from California, Mr. Lieu, for
5 minutes.

Mr. Lieu. Thank you, Mr. Chair. I have a question for Mr. King.

A number of times this morning you have said that you believe
Mr. Harris engaged in a hobby rather than a business venture.
When I think of a hobby, I think of someone collecting stamps or
building model airplanes or maybe gardening. I am not aware of
any hobby known as installing home theaters in other people’s
homes for a profit. Are you aware that in this case that there was
a business card that said Harris Audio/Visual Innovation, which in-
cluded a company logo and listed Danny A. Harris as owner and
operator? Are you aware of that? Yes or no?

Mr. KING. Only for purposes of preparation for this hearing. That
was a detail that was in the file that was reviewed by the Office
of General Counsel

Mr. LIEU. And you had read it? Were you aware of that fact?

Mr. KING. No. I did not review the entirety of the investigative

Mr. Lieu. All right. So you weren’t aware ——

Mr. KING.—findings.

Mr. LIEU. So you were not aware until now that he had a busi-
ness card that listed him as owner/operator?

Mr. KING. No. I became aware of that in the process of preparing
for this hearing. That was in the investigative file. The structure
in the Department

Mr. Lievu. Okay. All right. Second question

Mr. KiNG.—is the general counsel reviews the investigative find-
ings
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Mr. LIEU. Are you aware that he paid two employees to do these
installations in other people’s homes?

Mr. KiNG. My understanding is that there were two employees
who were involved in this activity ——

Mr. Lievu. Okay. All right. Have

Mr. KiNG.—and that received compensation ——

Mr. Liev. All right.

Mr. KING.—as part of that.

Mr. Lieu. Now having known this, do you still believe he en-
gaged in a hobby rather than a business venture?

Mr. KING. The ——

Mr. LIEU. Just a yes or no.

Mr. KING.—determination of whether or not it was a hobby or a
business venture was based on the recommendation from our Office
of General Counsel that reviewed

Mr. LIEU. Let me just stop you there.

Mr. KING.—the entirety of the file.

Mr. LIEU. Let me stop you there. Let me tell you how it works.
And I know something about this because I was an active duty
JAG in the military. I am still in the reserves. I am a military at-
torney. The way it works in government, attorneys give advice. You
make the decision. Attorneys don’t make the decision; you do. And
in this case, I want to know your view, now knowing these facts,
did he engage in a hobby or a business venture?

Mr. KING. I credit the judgment of our general counsel ——

Mr. Lievu. Okay. All right. You were ——

Mr. KiING.—and two deputy secretaries that preceded me ——

Mr. Lieu. Let me tell you how it works. You are not a rubber
stamp for you attorney. That is not how it works. And if you think
that is how it works, then you need to reevaluate.

So let me shift to another line of questioning based on what
Chair Chaffetz had mentioned about violating a law, a rule, or reg-
ulation. Outside this bubble of Washington, D.C., the rest of Amer-
ica would view what Mr. Harris did as violating a law, rule, or reg-
ulation. For you to not find that was simply an error. It was a mis-
take because your job is not to protect Mr. Harris. It is to send a
proper tone, standards of conduct, and leadership for your agency.
And you have now sent the message that you can operate a busi-
ness venture, not report that on your ethics forms, not report the
income on your tax filings, and that does not violate a law, rule,
or regulation. That is simply ridiculous. And you cannot use a
shield of relying on some recommendation of an attorney. It is your
decision. It is your job to make the correct decision. You made the
wrong one.

I now have questions of Mr. Harris. And, Mr. Harris, I am going
to ask you something related to cybersecurity now. You had men-
tioned in your testimony this morning that you said cybersecurity
is a critical component of what you do but it is not the only one.
I want to know, do you believe cybersecurity is the most important
aspect of your job, yes or no?

Mr. HARRIS. I do.

Mr. Lieu. Okay.

Mr. HARRris. I think it overlays everything else.

Mr. Lieu. All right. And do you have a chief security officer ——




58

Mr. HARRIS. I ——
Mr. Lieu.—for
Mr. HARRIS. I do, sir.

Mr. Lieu. All right. Does that person report to you or to the Sec-
retary?

Mr. HARRIS. He reports to me.

Mr. Lieu. Okay. So some private sector companies have either
reversed the order of having the chief information officer report to
the security officer or had the chief security officer report directly
to the Secretary. What do you think of those models?

Mr. HARRIS. I don’t feel that there is a conflict of interest. I have
seen the organizational arrangement in both ways in the CIO orga-
nization, as well as outside of it. I personally don’t see a conflict
of interest between the CSO being inside of the CIO organization,
but I have seen it, as you've indicated, arranged differently.

Mr. Lieu. All right. So given the not-so-good ratings of the De-
partment, you might want to look at those other models in terms
of cybersecurity.

And then I have a sort of general question about the executive
branch’s approach on cybersecurity. It does seem to me that there
is no centralized place. You have got different agencies doing their
own thing. You have got the Department of Homeland Security
that has some role in cybersecurity. You then have the Office of
Management and Budget that has some role in cybersecurity.
Then, you have got this White House cybersecurity czar. Don’t you
think it would be much better if we had one agency, one person re-
sponsible for cybersecurity across all the .gov network that can ei-
ther take responsibility when things go right or wrong but also
have the power to go make changes when things are not per-
forming as they should be?

Mr. HARRIS. Though we interact with all of those bodies that you
mentioned, we rely heaviest on DHS and their CDM program in
terms of operationalizing the progress we need to get made. It’s
DHS that we work most closely with.

Mr. LIEU. Okay. Thank you. I yield back.

Chairman CHAFFETZ. Before the gentleman yields back, I ask
unanimous consent to enter two documents into the record. One is
a memorandum from Mr. John King, who is sitting before us today,
to Aaron Jordan, Assistant Inspector General for Investigations, of
June 23 of 2015. This is where he says, “Overall, we found no viola-
tions of law or regulation.” Further, in finding 1, he said, “It does
not appear to support the conclusion Mr. Harris violated any law
or regulation or any standard of ethical conduct.” Any standard of
ethical conduct. You want to get to the heart of why we are here
today, it is that.

I also ask unanimous consent to enter into the record July 9,
2015. This is to Danny Harris from Susan Winchell, follow-up eth-
ics guidance. And without objection, we will enter these into the
record.

Chairman CHAFFETZ. This document gives us huge concern given
that Ms. Winchell’s conclusion was that it is the employee’s respon-
sibility to ask and really what you should do is just ask next time.
And quite frankly, I don’t know, Ms. Winchell, why we should even
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hire you if that is just your advice because there is no enforcement.
This is the concern.

I will now recognize the gentleman from North Carolina, Mr.
Walker, for 5 minutes.

Mr. WALKER. Thank you, Mr. Chairman.

Last November, Mr. Harris, I believe we had a conversation and
I asked you regarding remote access management and the two-fac-
tor authentication at the Department. And this is an important
point for me, I guess for all of us, because this is the first time this
has happened. Remember, it was a failure in access management
that contributed to the data breach over at OPM.

It is especially troubling, given the Department’s failure over the
summer during the cyber sprint. And I am going to come back to
the cyber sprint in just a few minutes, but I want to stay on this
two-factor authentication. Mr. Harris, you told me during my pre-
vious question back in November that the Department has 100 per-
cent implemented two-factor authentication, and that the financial
system audits would be also at 100 percent by December.

However, according to the inspector general—and this is from
the FISMA audit of 2014, end of year, it says, “In some instances,
although the Department said it completed a recommendation, we
continue to find that the corrective actions were not implemented.”
Do you or disagree with that finding?

Mr. HARRIS. Based on my discovery, yes, I have found that the
discipline that should have been in place in terms of some of the
recommendations and—findings and recommendations and caps
were not made, and that’s something that the senior team now is
ensuring will never happen again.

Mr. WALKER. So what you testified to me in November you are
basically saying today was not accurate or was not true?

Mr. HARRIS. It was based on my understanding.

Mr. WALKER. Well, what was your understanding based on?

Mr. HARRIS. Based on the facts that my staff had provided me.

Mr. WALKER. So this is the staff's fault? It wasn’t yours? You
were just going off what the staff told you? So what you said in No-
vember is not true but what you are testifying today is?

Mr. HARRIS. I always base my decisions on the data pulled by
staff, but at the end of the day, it’s my responsibility.

Mr. WALKER. Okay. Well, I am glad to hear that part. What
about the contractors that we are dealing with? Are you sitting
here testifying under oath today—as I look through these contrac-
tors—that every one of these contractors are also operating under
a ﬁfgo-factor authentication? Are you saying that is the case as
well?

Mr. HARRIS. We are saying that is the case.

Mr. WALKER. So when ——

Mr. HARRIS. The 95 percent is based on what we are doing inter-
nally, as well as the contractors are doing.

Mr. WALKER. You also said the Department’s two-factor authen-
tication is at level 4 in terms of the level of assurance according
to the NIST authentication guidelines. Is that correct?

Mr. HaRRIS. That is the—correct with the exception of those that
use PIV-L

Mr. WALKER. Okay.
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Mr. HARRIS. 1.

Mr. WALKER. So if that is the case then, then you are not em-
ploying two-factor authentication but the Department is also em-
ploying the highest level of assurance for 100 percent of all its
users? That is the goal right here ——

Mr. HARRIS. That is the goal, sir.

Mr. WALKER.—is 100 percent? Okay. All right. Well, here is the
issue. In coming back to this cyber sprint, okay, this summer, 14
percent minus. And then within a few months you have secured
100 percent. How in the world does that happen over that short pe-
riod of time?

Mr. HARRIS. More times than not it’s about configuring the sys-
tem, issuing PIV cards, and turning that on.

Mr. WALKER. But why didn’t you do that earlier then?

Mr. HARRIS. I think the technical challenge for the vendors that
implemented this and maintained these systems was larger than
we anticipated. In ——

Mr. WALKER. Well, it appears to us that it is only when the light
is shone on the deficiencies or you start bringing these grades of
concurrent F’s that you are willing to do something. Mr. King, you
are fidgeting over there like you are wanting to jump in. What do
you have to say on this?

Mr. KING. Yes, sir. So the Department had previously used a
level 3 goal. That goal was changed to level 4. And in—I joined the
Department in January 2015, began meeting regularly with the
team on how we might improve our cybersecurity. After the sprint,
we began meeting weekly to ensure that we would get to level 4
across the agency.

In the Federal Student Aid area, we have a number of external
contractors. They use PIV-I. In order to get to 95 percent, we need-
ed to amend nearly 60 contracts, which we did with external ven-
dors, provided technical assistance to those external vendors.
That’s why we’re at 95 percent. So I just want to convey again the
urgency that we brought to this matter throughout my time at the
Department.

Mr. WALKER. Yes, you have been conveying and almost to me
like you are trying to cover here. I think the Congresswoman from
D.C., Ms. Norton, really brought it to a point here saying there is
no consequences for the actions. The people get scored. Your grade
didn’t change at all. You are still getting high marks. And the irony
of this is this is education, so what in the world are we teaching
our children? There are no consequences for their actions? Mr.
King, today, you are still defending the actions like this is no big
deal. I don’t understand that.

I want to ask you right now—I want to come back to this. Under
oath, are you still saying to me and to this panel and to the Amer-
ican people that you do not believe that any standard of ethical
conduct was breached? Is that your testimony?

Mr. KING. My testimony was that I saw significant lapses in
judgment, that I counseled Dr. Harris

Mr. WALKER. That is what you said. Do you believe that today
or not?

Mr. KiING. Yes, I believe there were significant ——
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Mr. WALKER. Do you believe that any ethical standard of conduct
was breached or broken?

Mr. KING. I do not believe there was a violation of law or regula-
tion or policy of the Department. However, I do believe there were
significant lapses in judgment. I counseled Dr. Harris on those.
That was the fourth counseling that he received

Mr. WALKER. So let me

Mr. KING.—on that matter

Mr. WALKER.—see, lapses of judgment, ethical conduct. Do those
two merge at all or are those two separate things?

Mr. KING. That

Mr. WALKER. You sit here today and you blame it on your gen-
eral counsel and lawyers for not taking a position of leadership and
holding the people accountable.

Mr. KING. No, sir. I —

Mr. WALKER. Do you understand why the American people are
frustrated with this?

Mr. KING. I disagree with that characterization. I took it very se-
riously. It’s why I engaged in additional counseling of Dr. Harris.
It’s why I asked that the counseling that he’d received from the
ethics officer to be put in writing.

Mr. WALKER. You took it very serious. What actions did you take

Mr. KING. I ——

Mr. WALKER.—toward Mr. Harris?

Mr. KING. I engaged in counseling ——

Mr. WALKER. My time is expired. I am sorry.

Mr. KiNG. Once again ——

Mr. WALKER. I have to yield back. Thank you, Mr. Chairman.

Chairman CHAFFETZ. Don’t worry. We are going to keep going.
We are going to be here for a while.

Mr. Clay, you are now recognized for 5 minutes.

Mr. CLAY. Thank you, Mr. Chairman.

And let me take a little different tack here and say that, look,
I appreciate Federal employees’ service to this country, and I am
sure that Secretary King and Mr. Harris also take their service to
the people of this nation seriously.

Having said that, let me ask Secretary King and Dr. Harris, the
standards of ethical conduct for Federal employees states, “Public
service is a public trust.” Would you both agree that Federal em-
ployees must be held to the highest ethical standards, Mr. King?

Mr. KiNG. Yes, absolutely.

Mr. HARRIS. Yes.

Mr. CLAY. Mr. Harris? Okay. Mr. King, in your June 23, 2015,
response to the IG’s reports of investigation into the CIO’s alleged
misconduct you stated, “We found no violations of law or regula-
tions.” Is that correct?

Mr. KING. That is.

Mr. CrAY. The U.S. Attorney’s Office has also declined to pros-
ecute Dr. Harris and has closed its investigation. Is that correct?

Mr. KiING. That is correct.

Mr. CrAY. However, there may have been violations of the stand-
ards of ethical conduct, so let’s take a closer look at the IG’s find-
ings. Ms. Winchell, the IG found that Dr. Harris used Department
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email to conduct his outside business. Wasn’t Dr. Harris’s misuse
of emails a violation of the ethics code prohibiting employees from
using government property for nonofficial business?

Ms. WINCHELL. Yes. The standards of conduct provide that em-
ployees may not use government resources for other than an au-
thorized purpose. Authorized purpose is not defined by the rules.
In this context, the authorized purpose would be defined in a de-
partment policy that permits a certain amount of personal use of
government equipment and resources.

I reviewed the record, and my review of the record was I didn’t
think it was clear whether this activity was a hobby or a business.
It is true that there was a business card, it is true that there were
written proposals for A/V installations, but it’s also true that this
was never formed as a business entity, it never had a business li-
cense, it never had a separate bank account. Several of the people
that were familiar with it referred to it as a hobby, and several
people referred to it as a business.

If it’s a hobby or a personal activity, under the policy, then, a
certain amount, a de minimis amount of personal use of govern-
ment resources is permitted. My review of the record is that there
were 11 emails related to these businesses over a 3-year period,
and it seems to me that that comes well within the boundary of de
minimis.

If, on the other hand, this was considered a business, it would
be strictly prohibited under that policy to use government re-
sources. At the time that I gave Dr. Harris the counseling, I ad-
vised him that it was prudent to consider any activity that would
generate income such that it needed to be reported on a financial
disclosure report as a business, regardless of any other factors.

Mr. CLAY. It sounds to me like a hobby.

Let me also say that you also found that Dr. Harris did not re-
port on his tax return the income he received from his car detailing
and home theater installation businesses. Ms. Winchell, wasn’t Dr.
Harris’s failure to report income a violation of the ethics code re-
quiring Federal employees to satisfy their tax obligations?

Ms. WINCHELL. Well, of course it concerns me greatly when infor-
mation is omitted from financial disclosure reports, but occasion-
ally, employees omit information inadvertently.

In this particular case, looking at the totality of the -cir-
cumstances, I did not—it is a violation to willfully fail to provide
information. But in this case, the record reflects that his wife actu-
ally queried a tax lawyer about whether the income was reportable
on his income taxes, and they received advice that it was not,
which I take to mean he also thought it didn’t need to be reported
on his financial disclosure report. The advice was wrong, although
they relied on it, and it was remedied after they realized it was a
mistake.

Mr. CLAY. Okay. Fair enough. And they corrected the record.

Secretary King, the ethics code also requires Federal employees
to avoid the appearance of impropriety. Wouldn’t you agree that
any appearance of impropriety involving the Department’s officials
and employees cannot be tolerated?

Mr. KING. Absolutely. And that was the focus of my counseling
with Dr. Harris.
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Mr. Cray. Thank you for your response.

And, Mr. Chairman, do I get any extra time?

Chairman CHAFFETZ. You get two gold stars for concluding on
time.

Mr. Cray. Well, thank you very much. I yield back.

Chairman CHAFFETZ. Your first two gold stars, I would note, but
two nonetheless.

Mr. CLAy. All right.

Chairman CHAFFETZ. We will recognize the gentleman from
South Carolina, Mr. Mulvaney, now for 5 minutes.

Mr. MULVANEY. I thank the chairman. I thank the panel.

I have been struggling a little bit, folks, with how I wanted to
address this hearing today because the purpose in my mind—and
I only speak for myself, not for any other member and not the
chairman or the ranking member. The purpose in my mind, Mr.
Harris—and, please, several of us have referred to you today as
Mr. Harris. We mean no disrespect. It is on your name tag, so
when we can’t remember your name, we look up, it is sitting there
S0

Mr. HARRIS. That’s quite all right.

Mr. MULVANEY.—I know you have been called—we mean no dis-
respect.

I don’t think—at least for me personally, the purpose here is cer-
tainly not to try and get you fired. I think that is important for you
to know that. In fact, for me, it is not even to drill down into the
details of your car detailing business/hobby, the audio/video, as ob-
jectionable as I may find that at a personal level. I think it was
a bad decision by you and some bad judgment.

At some point I think I have to recognize that Congress cannot
be in the job of micromanaging the CIO position vis-a-vis ethics at
the Department of Education. We might not like it, it doesn’t make
us happy, but really, not our business.

You start screwing around, Mr. King, it is a different story, but
the folks who work for you, I think we have to rely on the process.
The OIG gets involved, the ethics gets involved, and we may dis-
agree, disagree with the decision, but that is not the purpose here
is to second-guess, at least in my mind, whether or not what you
did was right or wrong or whether or not the process of examining
was right or wrong.

The purpose of being here is what you are responsible for doing
for the folks that we represent and the taxpayers and the 139 mil-
lion people’s whose records you hold. And as we discussed last
time, Dr. Harris, when you were here in November, it is not just
the ordinary stuff that I give to Target. You have my bank ac-
counts. That is a whole different level of serious than when I swipe
my card at the gas station or I buy something at Target.

So I don’t want us to get distracted on whether or not it was a
business or a hobby or you reported it on your taxes and lose in
that minutia the fact that this is really dangerous stuff when it
goes into the wrong hands.

So I want to pick up with where you and I were, Dr. Harris, in
November when you said something that caught my attention and
we talked about it briefly when you said it wasn’t so much a money
issue that you had dealing with cyber at the DoE as it was getting
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the talent. And you said, look, we are a little tiny agency. It is not
very sexy. We can’t get the people. And I asked you, I said, look,
we have other good people in other areas of the Federal Govern-
ment. In other silos it is sexy. The Air Force, for example, does a
tremendous job on this. DOD regularly does a really good job on
this. There are other agencies. What have you been able to do since
November, Dr. Harris, to try and draw on the resources available
to us as a Federal Government in order to help protect the data
of these taxpayers?

Mr. HARRIS. I'm very pleased to announce that, in addition to be-
coming a little more aggressive in bringing in our own talent, we
have taken advantage of what digital services has to offer. They
have been in a number of times to talk to us about best practices
and help us strategize. We are moving forward with the DHS for
the CDM phase 2 project that will allow us to put more sensors
and collect more data across our ecosystem then we've ever been
able to do before. So I think from that perspective

Mr. MULVANEY. Collecting data, again, this is not my area of ex-
pertise. I am more worried about you securing the data than col-
lecting it. So tell me why that is relevant.

Mr. HARRIS. Collecting it will allow us to secure it.

Mr. MULVANEY. Okay.

Mr. HARRIS. It’s in real time that we’re able to use our network
access control and our data loss prevention that will actually, for
example, stop you from sending unencrypted and specifically PII
information outside of our ecosystem, as well as stopping folks from
coming inside.

Mr. MULVANEY. Mr. King, what have you done since we were
here last? I don’t think you were here in November. I may be
wrong. But what have we done in the last couple of months to
make sure—did we get access to the talent that you need to do this
job properly?

Mr. KING. We have added a new chief security officer on the
Education Department side who, to your point about military expe-
rience, is a retired military officer who comes to us from the De-
partment of Defense and brings expertise on cybersecurity. We are
in the process of adding additional talent on the Federal Student
Aid side.

But we have the technology. This is a challenge across the Fed-
eral Government of recruiting adequate talent. And where we need
to continue to invest as a country is in STEM education so that we
have a prepared cybersecurity workforce, not only that the govern-
ment needs, but that the private sector needs as well.

Mr. MULVANEY. Dr. Harris, I will close by saying this. While we
are not here to deal with the details of your personal situation
within the agency, to the extent your activity impacts on what peo-
ple feel about working at the Dok, it certainly is relevant, and that
}s 1izvhy I think you are getting all the attention today, and right-
ully so.

But let me close by saying this. While we are not here today to
have anybody fired, at least in my mind, lose the data and it is a
different story. Start losing people’s bank records, and as unpleas-
ant as this hearing may have been, it is going to be a whole dif-
ferent level of unpleasant. Lose the data and the next explanation
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you're going to have to give to this committee is why you shouldn’t
be fired. That is as plain as I can put it. So as reasonable as I am
trying to be today in laying out for you what we are not here to
try to accomplish, you can expect me and others to be fairly unrea-
sonable with our patience next time if you lose the stuff. So please,
don’t lose it. Thanks.

Chairman CHAFFETZ. I thank the gentleman.

I now recognize the gentleman from Texas, the subcommittee
chairman on Information Technology, Mr. Hurd, for 5 minutes.

Mr. HURD. Well, thank you, Mr. Chairman. And thank you, Sec-
retary King, for being with us today.

And I would like to echo some of my colleagues’ good work on the
two-factor authentication. I know the difficulty of that. And, you
know, I am confident that you all are going to get the 5 percent.

And I would also say that using the new authorities in FITARA
to get the FSA CIO under control of your own CIO is important,
and if you think there are additional authorities that you need in
or(%ler1 to have the right management structure in place, we are here
to help.

The one thing I would caution is saying that we are doing great
work. Let’s raise our gaze, as Speaker Ryan likes to say, and we
should not be saying just implementing one part of a larger strat-
egy is good enough. I think we should be talking about when 95
percent of the recommendations by the IG are approved, that is
going to be great work. When there are not repeat findings, as you
mentioned earlier today, Mr. Harris, that would be good work.

Secretary King, has Mr. Harris been given a performance plan
since you have been in your new role?

Mr. KiNG. When Dr. Harris was directly reporting to me, we had
a performance agreement around goals that would be accom-
plished, and those goals were accomplished over the 2015 year.
That is related to the progress that we’ve seen in many areas of
cybersecurity.

Mr. HURD. Has he been given a progress review?

Mr. KiNG. We met throughout the year for review of his progress
and an end-of-year conversation about the overall performance. In
each—on each of those occasions, although I did express apprecia-
tion for the progress we were making, I also conveyed the urgency
of continued progress ——

Mr. HURD. Great.

Mr. KING.—on cybersecurity

Mr. HURD. And we already said—he mentioned he got an out-
standing performance. So my question is—this is going to you, Mr.
Harris—what is EDL?

Mr. HARRIS. EDL, which happens to have PII, is an investment
that is an education locator. It allows the public—it’s public-facing.
It allows the public to reach out to anyone in the Department of
Education that they need to reach.

Mr. HURD. And they are putting PII information in that?

Mr. HARRrIs. It’s PII but —

Mr. HURD. And this is not FISMA-compliant, is that correct?

Mr. HARRIS. That is correct, sir. It is PII but we consider it low
level. In other words, with the name and phone number, we con-
sider it PII, but it certainly doesn’t include Social Security num-
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bers, bank information. So on the one hand it does not have an
ATO, and we are pushing it to get an ATO.

Mr. HURD. And when will you get it done?

Mr. HARRIS. We're looking for the end of next quarter.

Mr. HURD. Great. Fifty-four software programs that you all are
using are no longer supported by the vendor. Why is that?

Mr. HARRIS. To a large degree, many of these systems owners of
these tools, sometimes it’s an OS, sometimes it’s an application or
middleware, simply didn’t have the funding to upgrade them or,
from a mission perspective, decided that it wasn’t

Mr. HURD. So what do you need to do in order to fix that prob-
lem?

Mr. HARRIS. We are looking to do three things. We're looking to
either upgrade or retire 90 percent of those by June. The remaining
will have to have documentation that says the Department of Edu-
cation accepts the risk. We will absolutely not allow anyone to sit
out there and just say, well, we’ll do it at some point.

Mr. HURD. Secretary King, if that is accomplished by June, 1
would say that is a pretty significant achievement. Secretary
King—and I am not trying to be coy here—do you know what
COBOL is?

Mr. KING. Yes.

Mr. HURD. Okay.

Mr. KING. I'm not familiar with the technical details of the cod-
ing language but I

Mr. HURD. It is coding language.

Mr. KiNG.—but I am aware of what COBOL is.

Mr. HURD. It was old even when I was going through university
in programming.

Mr. MEADOWS. I take exception to that, Mr. Hurd.

Mr. HURD. And you all have over one million lines of code on
that. However, we were told at the last hearing on November 17
that the Department of Education does not use COBOL. Is that
correct, Mr. Harris?

Mr. HARRIS. And I was referring to outside of the FSA ecosystem,
and that is why I said we don’t use it. I wasn’t talking about FSA,
to clarify.

Mr. HURD. So now that FITARA is giving you more authorities
in which to oversee FSA, what is your plan with getting rid of
COBOL?

Mr. HARRIS. It’s a good question, and based on the information
I'm provided, COBOL is old; however, the latest version is consid-
ered secure. It has all the patches. From a business perspective,
FSA is indicating—the FSA CIO is indicating that their business
decision is to stay on the current version of COBOL and continue
to keep it updated.

I do want to engage the CIO at FSA about moving away from
COBOL not because the software version is insecure but because
the talent necessary to manage that platform is, as you can imag-
ine, dwindling.

Mr. HURD. And I want to echo my colleague from South Caro-
lina’s comments, in months from now if these 54 programs—we
don’t have a plan on getting rid of them, if we don’t have 100 per-
cent achievement on two-factor authentication, you know, we
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should be asking larger questions here. And with great responsi-
bility comes great accountability, and we are going to make sure
you have all the tools you need to get the job done and we are
going to hold you accountable.

I yield back.

Chairman CHAFFETZ. I thank the gentleman.

I now recognize the gentleman from North Carolina, Mr. Mead-
ows, for 5 minutes.

Mr. MEADOWS. Thank you, Mr. Chairman.

Dr. Harris, let me come to your opening statement. In your open-
ing statement, and I quote, “Others viewed my conduct as question-
able.” So I guess the fundamental question here today is if others
viewed it, did you view your conduct as questionable?

Mr. HARRIS. Congressman Meadows, I would not waste any more
of your time suggesting that my behavior represented poor judg-
ment. After talking with the IG

Mr. MEADOWS. So your action is questionable.

Mr. HARRIS. Talking with the IG, after all the interventions with
leadership, in hindsight, absolutely, I—poor judgment.

Mr. MEADOWS. All right.

Mr. HARriS. I make no excuses.

Mr. MEaDOWS. All right. So, Ms. Winchell, I would believe that
you take ethics pretty seriously given your job, is that correct?

Ms. WINCHELL. That’s correct.

Mr. MEADOWS. So when you hear a complaint, you get on it right
away, is that correct?

Ms. WINCHELL. Yes.

Mr. MEADOWS. And so no time lapses between when you hear
about it and you work towards remedy?

Ms. WINCHELL. Well, we would evaluate the allegation and try
to obtain as much relevant information before we took action, but
yes

Mr. MEADOWS. Okay.

Ms. WINCHELL.—we would try to do that as swiftly as possible.

Mr. MEADOWS. Sure. Mr. King, is that your testimony as well,
you take it real serious?

Mr. KING. Absolutely.

Mr. MEADOWS. Okay. Can either of you, Ms. Winchell or Mr.
King, explain to me why the inspector general gave you a report
on April of 2013 and they had to do a follow-up 2 years later and
said that they had never heard from anybody? Why would that be?

Mr. King, you may want to answer since it was directed to you
on March 23 of 2015. In response it says, “T'o date, we have not
received a response from the Office of the Deputy Secretary con-
cerning the findings that they gave on April 2 of 2013.” Why would
they have not had response in 2 years

Mr. KING. When I ——

Mr. MEADOWS.—if you take it serious?

Mr. KING. When I joined the Department in January of 2015, the
IG explained that there was an addendum to the report that was
forthcoming ——

Mr. MEADOWS. But that is not what this is saying. I am going
back to the original report when they put in the report on April 2
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of 2013. You know what they heard from you guys? Crickets, not
a single dadgum response.

Ms. Winchell, you want to respond to that?

Ms. WINCHELL. Well, I can’t speak for why the Office of the Dep-
uty Secretary didn’t respond to the IG, but I can tell you that we
met in the Office of the General Counsel to consider the report I
think in—I think we were—in April, in the March/April time frame
in 2013. And at that time we understood from the IG that the of-
fending conduct had ceased. But we also understood ——

Mr. MEADOWS. How did you figure that out?

Ms. WINCHELL. I don’t ——

Mr. MEaADOWS. Who talked to Dr. Harris?

Ms. WINCHELL. I

Mr. MEADOWS. Because you didn’t talk to him, according to your
note —

Ms. WINCHELL. Right.

Mr. MEADOWS.—until a year later, and you take everything real
serious, and yet, according to your memo, you didn’t talk to Dr.
Harris until March 12 of 2014, almost a year after the IG sub-
mitted a request. Why would it take a year?

Ms. WINCHELL. Well, we were—we were waiting for the feedback
from the U.S. Attorney’s Office to see what—if any action that they
were going to take on these. We understood that the conduct had
ceased actually in ——

Mr. MEaADOWS. How did you ——

Ms. WINCHELL.—fall of ——

Mr. MEADOWS. How did you understand that?

Ms. WINCHELL. Pardon me?

Mr. MEADOWS. Did you go and talk to Dr. Harris?

Ms. WINCHELL. I understood it from the IG.

Mr. MEADOWS. Well, now

Ms. WINCHELL. I—it was in my notes ——

Mr. MEADOWS.—hold on, hold on, hold on just a second. You un-
derstood from the IG’s report and —

Ms. WINCHELL. No, I didn’t—I don’t—I ——

Mr. MEADOWS. And they were waiting for a response ——

Ms. WINCHELL. It’s in my notes ——

Mr. MEADOWS.—from you.

Ms. WINCHELL. It’s in my notes that, at the time that we had
these conversations that the conduct had ceased.

Mr. MEADOWS. So

Ms. WINCHELL. I did not talk to Mr. Harris personally.

Mr. MEADOWS. So you are in charge of ethics ——

Ms. WINCHELL. Yes.

Mr. MEADOWS.—and you are taking somebody else’s word that
the conduct has ceased a year later?

Mr. KING. My understanding is that Deputy Secretary Miller,
after receiving the initial IG report, consulted with the Office of
General Counsel and spoke directly with Dr. Harris giving Dr. Har-
ris counseling.

Mr. MEADOWS. And said it was okay?

Mr. KiING. No. Giving him counseling that there was a ——

Mr. MEADOWS. Now, how is that your understanding? Did you
talk to Tony Miller about that?
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Mr. KiNG. That’s my understanding from the staff, the Deputy
Secretary’s Office ——

Mr. MEADOWS. Okay. Well

Mr. KiNG.—overlapped between Deputy Secretary Miller and

Mr. MEADOWS. Mr. King, let me tell you what is troubling here.
I don’t know if Dr. Harris’s actions are the most troubling or your
cover-up of it is the most troubling, Mr. King, because let me tell
you the concern I have. Everybody can make a mistake, but the
minute that it was put forth by the IG, everybody, Ms. Winchell
and Mr. King, you should have been all over this and saying that
this is a problem.

And let me tell you the reason why I am so concerned. I have
been visiting Federal employees, and you know what I constantly
hear is that there is a double standard for the people at the top
and the rank-and-file Federal workers. And today, listening to this
testimony, I tell you, I hope they are not watching because they
would use a different word for a bovine waste than what is used
here.

Mr. KiNG. Congressman, I just want to be clear that I took this
incident very seriously. I started with the Department ——

Mr. MEADOWS. No, you haven’t because your responses ——

Mr. KING.—in January of 2015 ——

Mr. MEADOWS.—I would disagree, Mr. King, because your re-
sponses indicate that nothing has happened in terms of retribution.
No one has been fired. In fact, you approved a big bonus for Dr.
Harris. There has been no consequences so that ——

Mr. KiNG. I disagree. There’s—there have been four counseling

Mr. MEADOWS. What are the consequences?

Mr. KING. There have been four counseling sessions ——

Mr. MEADOWS. Okay. So his

Mr. KING.—two with the prior deputy ——

Mr. MEADOWS.—consequence is that ——

Mr. KING.—secretaries

Mr. MEADOWS.—he has had counseling sessions?

Mr. KiNG. Had counseling sessions, corrected the behavior. The
behavior ended in 2013, fully 2 years before I joined the Depart-
ment —

Mr. MEADOWS. And how do you know that?

Mr. KING. Based on the findings of the IG addendum ——

Mr. MEADOWS. But how do you know that?

Mr. KING. The IG—the IG completed the investigation and pro-
vided an addendum ——

Mr. MEADOWS. But the IG said

Mr. KING.—in March of 2013.

Mr. MEADOWS.—it was a business. The IG said it was a business,
and Ms. Winchell disagrees. And with the indulgence of the chair,
I will finish with this. President Obama sent an Executive order
just a few weeks ago on Second Amendment. The guidance with
that said that if you have a business card, you are in the business
of selling firearms. So in light of that, Ms. Winchell, is the Presi-
dent wrong or are you wrong?
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Ms. WINCHELL. I still think that, according to the information in
the report, it is not clear whether this was a business or a hobby
at the time that I reviewed the report.

Mr. MEADOWS. Everybody else is very clear.

I yield back.

Chairman CHAFFETZ. Thank you.

I will now recognize myself.

Ms. Bruce, how long have you been in the Inspector General’s Of-
fice?

Ms. BRUCE. I've been working—doing this kind of work for over
30 years. I've been in specific Office of Inspector General for the
last 20.

Chairman CHAFFETZ. And to the best of your recollection just in
general, how many criminal referrals have you been involved in
and engaged with during that time?

Ms. BRUCE. Well, I was an auditor, so I wasn’t specifically in in-
vestigations, so I wouldn’t have been involved with those types of
things.

Chairman CHAFFETZ. But since you have become ——

Ms. BRUCE. The deputy inspector general?

Chairman CHAFFETZ.—more senior—yes, how many have you
seen? How many have been coming out of the Office of Inspector
General?

Ms. BRUCE. I would definitely have to get back with you on that.
I

Chairman CHAFFETZ. But it is a handful, right? This is not some-
thing that happens week in and week out.

Ms. BRUCE. So when you said criminal investigations, you mean

Chairman CHAFFETZ. Oh, criminal referrals to the Department of
Justice.

Ms. BRUCE. Oh, criminal referrals? Well, we have many criminal
referrals to the Department of Justice because we don’t know
whether it’s going to be tried criminally, civilly, or administra-
tively. So we have plenty of those.

Chairman CHAFFETZ. And so when you do that, you have come
to a finding that you believe is fairly serious. If we could put up
the slide of the potential violations here.

[Slide.]

Chairman CHAFFETZ. So this is the slide of the potential viola-
tions coming out of the IG to the Department of Justice. Now, the
Department of Justice didn’t come to a conclusion and say you are
absolutely wrong. They just decided not to prosecute, correct?

Ms. BRUCE. That’s correct. The Department of Justice declined
prosecution in favor of administrative remedies.

Chairman CHAFFETZ. So we can take that slide down.

Mr. King, this is one of the problems. Because the Department
of Justice believes that you as the Acting Secretary have the ability
within your realm to enact the remedies, they decide not to pros-
ecute. Don’t come before this committee, as I believe you did, to try
to infer that because there was no prosecution, there was nothing
wrong there.

Are you telling me, Mr. King, that Ms. Bruce and the inspector
general is wrong on all 12 of those, not even the standard of break-
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ing the law, but as you said, you have listed out, “no violation of
law, regulation, policy, or ethics™?

Mr. KiNG. The IG doesn’t make a conclusion. They provide find-
ings. The general counsel then reviews those findings. They were

Chairman CHAFFETZ. And they make

Mr. KING. And they made a recommendation ——

Chairman CHAFFETZ.—a recommendation to?

Mr. KiNG. They make a recommendation to me.

Chairman CHAFFETZ. Yes.

Mr. KING. To—in this case, it'd be my —

Chairman CHAFFETZ. And you are the final ——

Mr. KING.—predecessor and to my predecessor’s predecessor. In
each case we took it seriously. We provided counseling. The conduct
that was in question stopped in 2013.

Chairman CHAFFETZ. What is it that Mr. Harris did—and I want
to explain the reason why I think this is so vital. We have thou-
sands—how many people at the Department of Education? How
many people work at the Department of Education?

Mr. KING. More than 4,000 employees.

Chairman CHAFFETZ. Okay. Mr. Harris gets a $15,000 bonus.
You probably didn’t hand out a whole lot of those, but a lot of peo-
ple didn’t get bonuses, and probably most didn’t get those high of
bonuses. They work hard, they care, they are doing things right.
They don’t need counseling sessions. They don’t need inspectors
general to come in and interview them. They don’t need to have a
Department of Justice review their file. And put up the scorecard
again.

[Slide.]

Chairman CHAFFETZ. This is an objective. This isn’t Congress.
This is not some Republican or Democratic thing. “Best places to
work” category is the change between 2014 and 2015, every single
key metric is down, every single one. And it is listed as one of the
worst places to work, and your turnover rate is near 10 percent.

So, Mr. King, what—you can take that slide down—what is it
that Mr. Harris did that justifies pulling money out of the tax-
payers’ pocket and giving him a $15,000 bonus?

Mr. KING. In the evaluation for 2015 is based on the totality of
performance. Yes, employee morale is very important to us, but it
is also very important that we made progress on cybersecurity. As
I indicated, we went from 11 percent at level 4 two-factor

Chairman CHAFFETZ. Can I stop you right there, please? You
scored an F in what you self-reported. The Office of Management
and Budget put out a cyber sprint. You were one of, I think, three
or four agencies that scored a negative. Everybody else bolted
ahead. So

Mr. KING. Over the course of the 2015 year we went from 11 per-
cent to 95 percent, making dramatic improvements. We are also

Chairman CHAFFETZ. And every single metric was negative,
every single one. The problem is Mr. Harris has been in charge—
you can say, well, it was so bad at 11 percent that we had such
great improvement. The problem is he has been in charge since
2008. It is not like he just inherited this and he hasn’t had a few
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months to fix it. What specifically did Mr. Harris do to justify the
Congress appropriating people’s money, $15,000?

Mr. KING. Again, cybersecurity is one aspect of his performance,
but on cybersecurity he co-led an effort with our FSA CIO that in-
volved amending nearly 60 contracts in order to ensure that all of
our external vendors are at level 4 two-factor authentication. We
made dramatic progress there. We are resolving FISMA audit find-
ings, and we’re making progress on cybersecurity. We also have a
variety of other technology efforts: replacing outdated technology
systems, improving services to employees. The overall performance
of the CIO in 2015 was strong.

I can’t speak to prior evaluations of Dr. Harris’s performance.
What I can speak to is the progress that we’ve made since I joined
the Department in January 2015.

Chairman CHAFFETZ. Again, you are looking at an inspector gen-
eral report that comes out midyear, criminal referrals, every single
metric is down, 10 systems still to this date with expired authori-
ties to operate, one has PII information, 54 unsupported software
systems. You have an inspector general who can go in there unde-
tected into the system. You have the 139 million Social Security
numbers and this guy gets a bonus. This is why we have zero con-
fidence in you personally, zero.

Now, I want to ask a few more things because I am telling you,
this bothers me to no end. Mr. Harris, you gave a loan to one of
your employees, correct?

Mr. HARRIS. Correct.

Chairman CHAFFETZ. Has that been repaid?

Mr. HARRIS. Yes, it has.

Chairman CHAFFETZ. When?

Mr. HARRIS. It was years ago. I don’t have the exact date but I
can get you that.

Chairman CHAFFETZ. You listed two other jobs that you currently
also have, right? You teach, correct?

Mr. HaRriS. That is correct.

Chairman CHAFFETZ. How much time does that take?

Mr. HARRIS. I teach at night and I do it on my own time. And
if I may, in context

Chairman CHAFFETZ. Yes.

Mr. HARRIS.—talk about my role as CIO. My average day is 12
hours, and my superiors and colleagues and customers call me all
times of the night and weekends. If you look at my leave balances,
I am rarely away from the Department. So, yes, I do work a lot,
but I am very passionate and very serious about my job.

Chairman CHAFFETZ. What is the other job that you have that
generates income? There is another one.

Mr. HARRIS. I just teach. That’s it.

Chairman CHAFFETZ. But you had before. You were working for
the city of Detroit, correct?

Mr. HARRIS. I did a short consulting stint with Detroit, both the
city and the school system, in a different year.

Chairman CHAFFETZ. And how much time did that take?

Mr. HARRIS. Very little. I would be in Detroit maybe once every
other month and then I would work remotely. I was simply con-
sulting them on their IT strategy, so very little.
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Chairman CHAFFETZ. Ms. Bruce, let’s go back to this. Does the
inspector general’s office believe that this was a business or a
hobby?

Ms. BRUCE. The Office of Inspector General found business cards,
a logo, paid employees. We do believe that it’s a business.

Chairman CHAFFETZ. And were those paid employees subordi-
nates of Mr. Harris?

Ms. BRUCE. Yes, they were.

Chairman CHAFFETZ. Is that a violation of policy? I am asking
for your professional opinion here.

Ms. BRUCE. So when you say violation of policy, I will answer it
this way. When you speak of 5 C.F.R. 2635, 5012 701, 702, and
704, you have to make sure that you’re not giving the appearance
of impartiality or misuse of position.

Chairman CHAFFETZ. Mr. Harris, who is Christopher Claiborne?

Mr. HARRIS. He works in the CIO organization.

Chairman CHAFFETZ. So he works for you?

Mr. HARRIS. He is several layers under me, but he works in the
organization. I do not supervise him.

Chairman CHAFFETZ. He is in your organization. You are the
goss,? right? If you came into his office and said do this, would he

0 it?

Mr. HARRIS. I do not supervise him.

Chairman CHAFFETZ. Come on. Seriously? He works where? His
title, as best I can tell, Christopher Claiborne—and I don’t mean
to bring him into this. I am sure he is a nice guy, but I am sorry
to have to invoke his name here, but you are just not being candid
with us. He is an operations manager, Office of the Chief Informa-
tion Officer, correct?

Mr. HARRIS. That is correct. I just wanted to be clear that I don’t
supervise him directly.

Chairman CHAFFETZ. Have you asked him to do work for you?

Mr. HarRIiS. I have not. He has always asked me to be involved.

Chairman CHAFFETZ. In what?

Mr. HARRIS. If I had a project that I was doing and he wanted
to learn, he would ask me.

Chairman CHAFFETZ. In your outside business was he involved?

Mr. HARRIS. I didn’t have an outside business. It was a hobby.

Chairman CHAFFETZ. So when he sends this email dated Novem-
ber 6, 2009, saying “If you have time, I'd like to talk to you about
one. This is a million-dollar home in Beech Tree I'd like us to com-
plete”—talking about leather chair recliners for a theater, complete
theater, complete bar area. I can go on. “I sent you pictures.” He
is doing all that. You're just telling me—how does that come about?
He is just involved with you in a hobby.

Mr. HARRIS. Absolutely.

Chairman CHAFFETZ. Really?

Mr. HARRIS. It’s something we enjoy doing.

Chairman CHAFFETZ. And you are his boss? You are ultimately
in his office?

Mr. HARRIS. Yes.

Chairman CHAFFETZ. Mr. King, do you think this is acceptable?

Mr. KING. Again, after reviewing all of the information ——

Chairman CHAFFETZ. Well, I am asking you about
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Mr. KING. Again, after reviewing all of the information that was
provided, there was not a violation of regulation or law or policy.
I was, however

Chairman CHAFFETZ. Or concerned?

Mr. KING. I was, however, concerned about the appearance of—
potential appearance of impropriety and counseled Dr. Harris to
that effect, as did my predecessor and my predecessor’s prede-
cessor, as did our ethics officer. And as we’ve discussed previously,
the activities ended in 2013.

Chairman CHAFFETZ. Was it unethical when it was happening at
the time if nobody said it and it was continuing today? Is that un-
ethical?

Mr. KING. Again, it was a lapse in judgment, and I counseled Dr.
Harris

Chairman CHAFFETZ. But what ——

Mr. KING.—to that effect.

Chairman CHAFFETZ. So good judgment would have said he
wouldn’t have done that. Unethical judgment would have said—
where is the line here? Come on. You have got 4,000 employees.
They are all watching this hearing. Explain to somebody who is
there and says, you know, my boss has a business and a hobby
and, you know what, I bet if I helped them make money, that
might help me. Is that a reasonable conclusion?

Mr. KING. Where there’s an appearance of impropriety, it is bad
judgment. I counseled Dr. Harris

Chairman CHAFFETZ. What if there is

Mr. KiNG.—to that effect.

Chairman CHAFFETZ. What if there is actual impropriety?

Mr. KING. In this case, based on the findings of the IG report
that were provided to our Office of General Counsel and our review
of those findings, the review that was conducted by Deputy Sec-
retary Miller and then by Deputy Secretary Shelton, by Ms.
Winchell, and then my review of their findings, there was not a vio-
lation here of law or regulation or policy. There were lapses in
judgment. Dr. Harris was counseled on those lapses of judgment
four separate times, and the behavior, the activities ended.

Chairman CHAFFETZ. You really think that Ms. Bruce and the
Office of Inspector General need a criminal referral because they
believed there was no violation of law, regulation, policy, or ethics?

Mr. KING. They provided information to the Department of Jus-
tice, and the Department of Justice chose not to proceed based on
the information they received. That’s what was summarized in the
addendum that I received in March of 2015.

Chairman CHAFFETZ. I will now recognize Ms. Plaskett for as
much time as she would like.

Ms. PLASKETT. That is very generous of you, Mr. Chairman. I
won’t forget that. Thank you.

I just wanted to go back and ask some more questions. And this
is really about the past conduct, the allegations concerning the past
conduct. Ms. Winchell, in your testimony on today’s hearing you
stated that in the time you reviewed the inspector general’s 2013
report, your understanding was that the activities had already
ceased and that the matter had been referred to the U.S. Attor-
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ney’s Office for investigation. Is that correct of your understanding
at the time

Ms. WINCHELL. That’s

Ms. PLASKETT.—you reviewed the inspector general’s April 2013
report?

Ms. WINCHELL. That’s correct.

Ms. PLASKETT. Okay. And, Dr. Harris, had you stopped the ac-
tivities at issue before the IG issued the April 2013 report?

Mr. HARRIS. Yes. My last—the last activity I had was 2012.

b Mg? PLASKETT. Last activity? What would that activity have
een’

Mr. HARRIS. My hobbies.

Ms. PLASKETT. Okay. And that would have been the detailing
and the home technology—the theater ——

Mr. HARRIS. That is correct. I still detail but I do not accept com-
pensation. It’s still a hobby of mine.

Ms. PLASKETT. Okay. And I understand that you had—and then
going back to a contract with E Source Technologies, it is our un-
derstanding that you have a personal relationship with the presi-
dent of that company, a contractor for the Department. And the
IG’s report references a contract awarded in 2004. What was your
position in 2004 with the Department of Education?

Mr. HARRIS. In 2004 I was the deputy CFO, and I was not a per-
sonal friend of that vendor then. I knew him. I knew of him, as I
do other vendors, but I was not a personal friend.

Ms. PLASKETT. And were you involved in the procurement or the
contracting as the deputy CFO in 2004?

Mr. HARRIS. I may have sat on the panel, but I did not select the
vendor.

Ms. PLASKETT. What does “sitting on the panel” mean?

Mr. HARRIS. You simply review what the vendors provide.

Ms. PLASKETT. You are reviewing and then discussing with the
others on the panel your recommendation or

Mr. HaRriS. That is correct.

Ms. PLASKETT. Okay. So you were part of the group that made
recommendations to the ultimate contracting, but you say you were
not a personal friend ——

Mr. HARRIS. That is correct.

Ms. PLASKETT.—in 2004?

Mr. Harris. That is correct.

Ms. PLASKETT. When did you consider yourself a personal friend?

Mr. HARRIS. Approximately 2008 when I moved into the same
area where the vendor lives.

Ms. PLASKETT. And did you have any contact with the vendor be-
tween 2004 and 2008?

Mr. HARRIS. I'm sure I saw him as a result of him having busi-
ness at the Department, but I didn’t—our families weren’t friends.
We didn’t travel together. We didn’t ——

ll\gs. PLASKETT. So you did that after 2008 when you say you trav-
eled —

Mr. HARRIS. After 2008, yes, we became friends.

Ms. PLASKETT. You traveled together ——

Mr. HARRIS. Absolutely.

Ms. PLASKETT.—your families?
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Mr. HARRIS. Absolutely. We were friends.

Ms. PLASKETT. And that friendship was started because you
moved into the area or he moved into the same area?

Mr. HARRIS. I moved into the same area and we realized that we
lived in the same area because we ran into each other in the area.

Ms. PLASKETT. Okay. And then, Ms. Winchell, in your testimony
you stated that “It’s not clear that a close personal friendship had
formed at the time Dr. Harris was involved in activities relating to
the owner’s company.”

Ms. WINCHELL. That’s correct.

Ms. PLASKETT. Can you elaborate on that? What did you mean
by that?

Ms. WINCHELL. Well, you know, we all create friendly relation-
ships at work, and the way the rule works—actually, the rule
doesn’t include friendship as the kind of relationship that nec-
essarily gives rise to a conflict. And OG—the Office of Government
Ethics did that fairly deliberately. They provide a process that you
can go through to evaluate whether the friendship would give rise
to an appearance of a conflict of interest, basically evaluating
whether a reasonable person would question your impartiality if
you were to work on a matter involving that individual.

So when I'm looking at these questions—and employees do call
me from time to time about whether or not they should work on
something that involves a friend. I'll ask them a series of questions
like have you gone on vacation with this friend? How long have you
known them? You know, sometimes you have people that meet
their significant others, and technically this rule doesn’t apply to
them until they’re actually sharing a household. But obviously,
that’s an important thing to know.

The report of investigation, the only evidence there is in the re-
port of a close personal friendship is when the vacations occurred,
which was, I believe, in

Ms. PLASKETT. So

Ms. WINCHELL.—and—in or around 2010.

Ms. PLASKETT.—before people go on vacations together, they're
usually eating and socializing

Ms. WINCHELL. Right.

Ms. PLASKETT.—and everything else before you to rise to the oc-
casion that I think —

Ms. WINCHELL. Absolutely.

Ms. PLASKETT.—I can go on a personal vacation.

Ms. WINCHELL. That’s true. But there’s no —

Ms. PLASKETT. So you don’t think that there was a personal rela-
tionship before they went on a vacation?

Ms. WINCHELL. Well, I think there probably was, but there’s no
evidence of that except in

Ms. PLASKETT. Did you ask the questions?

Ms. WINCHELL. Well, Dr. Harris has said on several occasions
that the close personal friendship started in 2008.

Ms. PLASKETT. Did you ask the questions?

Ms. WINCHELL. I did not ask that question at that time because
I didn’t know ——

Ms. PLASKETT. So the series of questions that you ask employees
when they call and ask
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Ms. WINCHELL. Correct.

Ms. PLASKETT.—do I have a personal friendship, when you were
looking into this, did you ask him those personal questions ——

Ms. WINCHELL. I ——

Ms. PLASKETT.—those series of questions?

Ms. WINCHELL. I did not ask those questions at the time.

Ms. PLASKETT. So you just took his word for when that personal
friendship began?

Ms. WINCHELL. Yes, I did.

Ms. PLASKETT. Did you think in hindsight—does that make sense
now? I mean, I have been an ethics ——

Ms. WINCHELL. Well ——

Ms. PLASKETT.—counsel.

Ms. WINCHELL. Right.

Ms. PLASKETT. I was counsel on the House Ethics Committee

Ms. WINCHELL. Okay.

Ms. PLASKETT.—and I think I would have gone back and looked
because I don’t want the employee to get into trouble.

Ms. WINCHELL. Right.

Ms. PLASKETT. Not that I am just trying to cover myself, but that
I don’t want him to get into trouble.

Ms. WINCHELL. I certainly appreciate your point, and I think at
the time my thought process was that the friendship had ended, so
I wasn’t concerned about the ongoing implications of that friend-
ship. But I think you are making a valid point.

Ms. PLASKETT. And so if you were to ask those questions now,
do you think there may have been some overlap in time period
when there was a personal friendship and he had involvement with
this so that the 2013 date may not be the hard date that we should
be looking at?

Ms. WINCHELL. Well, I don’t—the hard date that I was looking
at for when the friendship became a close personal friendship was
2008 to 2010, and the activity involved in his participation in the
contract was prior to that time.

Ms. PLASKETT. Okay. And why did you say his activity was prior
to that time? Does he not still ——

Ms. WINCHELL. Because

Ms. PLASKETT.—have an ongoing contract with the Department
of Education?

Ms. WINCHELL. He may have—there may be an ongoing contract,
but there’s no ongoing friendship at this point. In order for the ap-
pearance problem to exist, there has to be both, you know—the
rules are about—this particular rule is about whether or not you
have a personal interest or friendship on one hand and an official
duty on the other hand. And at this point in time the friendship
doesn’t exist. And as I understand it, he also doesn’t participate in
these contracts.

Ms. PLASKETT. The president of the company no longer partici-
pates in the contracts?

Ms. WINCHELL. No, Danny—Dr. Harris no longer participates in
the—does not participate—doesn’t have a role in the implementa-
tion of the contracts.




78

Ms. PLASKETT. Ms. Bruce, do you—and you know that—Ms.
Winchell, how do you know that?

Ms. WINCHELL. Well, the only participation that’s detailed in the
report is from 2004, 2005, 2006.

Chairman CHAFFETZ. If I can ——

Ms. PLASKETT. Yes.

Chairman CHAFFETZ. If the gentlewoman would yield, there are
still contracts that this company has that you have a responsibility
for, right? I mean, you are the CIO. They are contracts with the
Department of Education regarding CIO issues.

Mr. HARRIS. But I do not have responsibility for the acquisition
process

Chairman CHAFFETZ. How can you claim you don’t have a re-
sponsibility when you are the chief information officer? Those con-
tracts are still outstanding, Ms. Winchell. They are still there.
They are still in place. They still get money from the American tax-
payer via the Department of Education ——

Mr. HARRIS. Sir, if  ——

Chairman CHAFFETZ.—correct?

Mr. HARRIS. If I may, the way the Department is organized, and
most agencies are organized this way, when it comes to acquisition,
not just the selecting of vendors but the payment of those vendors,
that is completely removed from the CIO’s organization. It is pur-
poseful. There is a firewall between me and any contract activities.
And so I can’t influence in any shape, form, or fashion.

Now, as CIO, I do set IT strategy but I do not select vendors,
products, or services.

Chairman CHAFFETZ. But you did, according to the inspector gen-
eral, previously engage in the selection. According to the inspector
general, there was one contract where another company’s proposal
was “significantly greater than the proposed by other offerers.” And
that the IG writes that the decision was changed to go to your
friend William Hall’s company “based at least in part on input from
Mr. Harris.”

Mr. HARRIS. That had to have been 2004, and I had no friendship
with that individual.

Chairman CHAFFETZ. You have gotten promoted since, then, and
the contracts continue. So to say that you have no interaction, no
responsibility, you are the chief information officer. This is the eth-
ical problem that it then presents because you did help him get
this contract.

Mr. HARRIS. I'm sorry. I disagree, sir. I'm sorry.

Chairman CHAFFETZ. You are the CIO, and they are a vendor.
How do you not have responsibility for that?

Mr. HARRIS. The firewall that is created on purpose with the con-
tracting organization and the rest of the Department, including
CIO, and especially CIO when it comes to IT contracts, I am com-
pletely removed from and had no authority or influence on that
process. That is the way we are organized, and most agencies are
organized that way.

Ms. PLASKETT. So you have no input on whether or not they are
effegtively carrying out the contract that involves information serv-
ices?

Mr. HARRIS. That is correct.
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Ms. PLASKETT. You don’t send reports or anything to say this re-
lationship—this contractor is performing the duties that I need for
my job correctly or incorrectly?

Mr. HarriS. That is the contracting officer representative’s job.

Ms. PLASKETT. And when does ——

Mr. HARRIS. That is not my job.

Ms. PLASKETT. Where does the contracting officer get that infor-
mation from?

Mr. HaARRIS. They get it from the project manager and the people
working with the vendor, but they would not get it from me.

Ms. PLASKETT. And the project manager and the people working
with the vendor would be your employees?

Mr. Harris. That is correct.

Ms. PLASKETT. And would any of those employees be the people
who worked for you on your hobby?

Mr. HARRIS. No.

Ms. PLASKETT. Were they people who report directly to you and
give you information about whether the contract was being per-
formed properly or not?

Mr. HARRIS. They would provide me briefings on the status of
our various ——

Ms. PLASKETT. And you have no input or say into whether or not
that is yea, nay, okay, sounds good ——

Mr. HARRIS. That is correct.

Ms. PLASKETT.—let’s continue?

Mr. HARRIS. From a contractual perspective, that is correct.

Ms. PLASKETT. Wait a minute. So you are saying that when your
employees give you reports, you don’t have anything to say about
it?

Mr. HARRIS. I would provide my input, but I don’t make contrac-
tual statements.

Ms. PLASKETT. But you provide the input that then goes back to
the contractual people who are determining whether or not this has
been performed properly or not?

Mr. HARRIS. I think that’s an accurate statement.

Ms. PLASKETT. So you are in some measure involved in this,
whether it be from you stating that the contractor has performed
or not performed the work of the contracts properly? Yes ——

Mr. HARRIS. I would still say that I am removed from the ——

Ms. PLASKETT. Wait, but that is yes or no. That is yes or no.

Mr. HARRIS. I would still say I am removed from the acquisition
process.

Ms. PLASKETT. I didn’t ask you about the acquisition. I am ask-
ing you if, as the CIO and the reports for the contract come to you,
if you have any input in whether or not those are being performed
properly or not.

Mr. HARRIS. Yes.

Ms. PLASKETT. Thank you. So in stating that, are there addi-
tional steps that you believe Ms. Winchell, Secretary King, that
should be taken to ensure that possibly we need to look at this a
little further because it appears that when the IG made the report,
you took it at face value what the IG said and didn’t do your own
digging in this, Ms. Winchell.
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Ms. WINCHELL. Well, I do rely on the IG report. That’s true. I
assume that they do a full and thorough investigation. So I did rely
on the report. I don’t do a separate investigation. I don’t have au-
thority to do investigation and have actually been instructed not to
investigate wrongdoing because it can interfere with the IG’s abil-
ity to do their job.

Ms. PLASKETT. But when you are counseling, these counseling
sessions ——

Ms. WINCHELL. I do ask questions.

Ms. PLASKETT.—you didn’t think it was appropriate to speak
with Danny on a more deeper level about what he was and was not
doing?

Ms. WINCHELL. I did speak to him on a fairly deep level about
how the rules apply to personal friendships, how they apply to rela-
tionships with subordinates, and also misuse of position and mis-
use of government equipment. We had quite—we’ve actually had
two lengthy conversations about that over the course of the last few
years focused specifically on the concerns raised in the report.

Mr. KiING. Congresswoman, if I might, I think ——

Ms. PLASKETT. Yes.

Mr. KING.—what you are raising is exactly the issue of appear-
ance of impropriety on which Dr. Harris was counseled by Deputy
Secretary Miller, then Deputy Secretary Shelton, and by me to the
reason, my understanding, that he ended the relationship entirely
in 2013 so that there would not be an appearance of impropriety.

What is clear, though, on the sequencing of the contracting is
that the only findings that the IG had was that the personal
friendship began in 2008. These contract matters occurred in 2004.
But again, in order to ensure that there is no appearance of impro-
priety, he was counseled on these matters and ended the relation-
ship in 2013.

Ms. PLASKETT. But, Secretary King, you have an enormously im-
portant job. Your job is to educate the American children, our fu-
ture. And you don’t have time to be dealing with stuff like this. But
what I am finding in this hearing that is really disturbing is that
it has taken all of these other Members of Congress questioning
Dr. Harris and going through this with a fine-tooth comb to find
out that a lot of the statements that he has made in an IG report
really don’t cover up the entire truth of what was going on. To say
that he was not involved in the requisition of the contract is correct
after 2004, but to say he had no say and involvement in the con-
tract is not a true statement.

And I think—that is not incumbent on you, sir. That is incum-
bent on Ms. Winchell, Dr. Harris to be telling us the complete truth
of it and not just concerned about making himself look like he had
a hobby and was not so involved in the contracting with the per-
sonal relationship. That is what is disturbing to me because this
is not your job to do. This is Ms. Winchell’s, this is the IG, this is
those counsel that you relied on to ask these more substantive
questions, and obviously, unfortunately, almost cross examination
of Dr. Harris to get to the truth of the matter.

Chairman CHAFFETZ. I now recognize the gentleman from North
Carolina, Mr. Meadows.
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Mr. MEADOWS. Mr. King, so let me make sure I am clear. Your
testimony here today is that there has been no ethical breach by
Dr. Harris? That is your testimony?

Mr. KING. That there has been no violation of law or regulation
or policy of the Department

Mr. MEADOWS. Yes, you keep going back to that. Is that what the
general counsel told you to respond every time you were asked a
direct question is to respond with that? Is that what your counsel

Mr. KING. That’s my response to the question I was asked.
Mr. MEADOWS. So there is no ethical challenge?
Mr. KING. Again, there is no violation of the law or regulation

Mr. MEADOWS. Okay.

Mr. KiNG.—or policy of the Department.

Mr. MEADOWS. If that is the case, I have got good news for you,
Mr. Harris. You can go back to doing whatever you darn well
please because what he is saying is there is no violation.

Mr. KiNG. Congressman, respectfully

Mr. MEADOWS. No, that is what you are saying.

Mr. KiNG. No, respectfully, what I am saying ——

Mr. MEADOWS. That is a circular reasoning.

Mr. KING.—is that—no. It's ——

Mr. MEADOWS. You are saying it is not. Why did you stop, Dr.
Harl‘;is? If there was no violation of ethical standards, why did you
stop?

Mr. HARRIS. In hindsight and after getting counseling, I realized
the appearance is not good.

Mr. MEADOWS. All right. So let me ask you this, Mr. King. Why
did three different Secretaries counsel Dr. Harris? If the first one
took, why was there a need for a counseling of the second one? Why
is there a need for the third one?

Mr. KiING. The evidence of those activities ——

Mr. MEaDoOws. If it was done on 2013 according to your testi-
mony, everything was over, why did everybody keep following up
with Dr. Harris? If there is no violation of ethics or anything else,
why would you have embarked to counsel him again?

Mr. KiING. The evidence is that the initial counseling was effec-
tive and that the initial counseling was effective and that the ac-
tivities ended in 2013.

Mr. MEADOWS. So why did you waste your time?

Mr. KING. But both my predecessor and I believe that high eth-
ical standards are of the upmost importance and —

Mr. MEADOWS. So he did violate ethical standards?

Mr. KiNG.—also the importance—and wanted—no, and wanted to
convey, wanted to convey ——

Mr. MEADOWS. You can’t have it both ways, Mr. King. You can’t
have it both ways.

Mr. KING. Again, we wanted to convey to Dr. Harris that there
could not even be the appearance ——

Mr. MEADOWS. Let me tell you what you are conveying ——

Mr. KING.—of impropriety.

Mr. MEADOWS.—to the American people. Let me tell you what
you are conveying to the American people, and more importantly,
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to the 4,000 workers at the Department of Education, is that you
can bend the rules; it just is a matter of who you are if you are
bending the rules. And that is a sad commentary here today be-
cause, Ms. Winchell, you said that you go by what the IG has, is
that—that was your testimony, right?

Ms. WINCHELL. That’s correct.

Mr. MEADOWS. Okay. If the IG said it was a business, which she
did, why did you not go by that? You questioned it there.

Ms. WINCHELL. Well, in all honesty, I'd have to go back and see
exactly what the report said but

Mr. MEADOWS. I have read it.

Ms. WINCHELL. I

Mr. MEADOWS. And I am telling you she said it—your testimony,
Ms. Bruce, was it a business?

Ms. BRUCE. Correct. We said because income was being gen-
erated, has a business logo and employees were paid

Mr. MEADOWS. It was a business. So why did you not take her
advice—you did on everything else. Ms. Plaskett said that you
should have done your investigation. You said you relied on it, but
yet, on the business part, you didn’t rely on it.

Ms. WINCHELL. Well, I relied on the facts that they provided and
on the breadth of their investigation, but I did not rely on the con-
clusions that they reached because I thought their conclusions were
wrong.

Mr. MEADOWS. But that is not what you said, Ms. Winchell, in
answering Ms. Plaskett. And again, you are using circular rea-
soning. You said that it was the IG’s assumption that he was either
innocent or guilty, and so what you did was took their words and
then you came to your own conclusion? Is that what you are say-
ing, without an investigation?

Ms. WINCHELL. I came to my own conclusion based on the facts
that were provided in the investigation.

Mr. MEADOWS. All right. So, Ms. Bruce, Mr. Harris paid 11 em-
ployees? That was your testimony? I may have missed that.

Ms. BRUCE. No, two employees.

Mr. MEADOWS. Two employees.

Ms. BRUCE. Yes.

Mr. MEADOWS. So he paid two different employees?

Ms. BRUCE. Yes.

Mr. MEADOWS. Mr. Harris, was a 1099 filled out or a W-2 filled
out for those two employees?

Mr. HARRIS. No, sir.

Mr. MEADOWS. So did they make over $600?

Mr. HARRIS. I don’t believe so.

R Mré MEeADOWS. You are under oath. Neither of them made over
6007

Mr. HARris. I'lIl—T11 —

Mr. MEADOWS. Were never paid over $600?

Mr. HARRIS. One may have made over $600. I don’t believe the
other did but I would have to look at the record.

Mr. MEADOWS. So aren’t you required to do a 1099?

Mr. HARRIS. As [ ——

Mr. MEADOWS. I mean, if they are working for you.

Mr. HARRIS. As I indicated, it was just a hobby.
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Mr. MEADOWS. Okay.

Mr. HARRIS. In hindsight

Mr. MEADOWS. So you told me it was just a hobby and so now
you are detailing operation is just a hobby, is that correct?

Mr. HARRIS. Absolutely, and I make

Mr. MEaADOWS. Okay. Well, I have two cars. When can I sign up?
If it is a hobby, I mean I would love to bring my cars and let you
detail my cars. Dr. Harris, I think you and I both know it is not
just a hobby.

Mr. HARRIS. It was a hobby, sir.

Mr. MEADOWS. Okay. Have you done any personal work for any-
body, Ms. Winchell, Mr. King?

Mr. HARRIS. I have not, sir.

Mr. MEADOWS. Ever?

Mr. HARRIS. Ever.

Mr. MEADOWS. Okay. How do we go from here, Mr. King, because
it is not over with this hearing. I know a lot of people like to get
prepared for a hearing and say it is all over and it is not over, I
can tell you, because we have a responsibility to the American peo-
ple and responsibility to the Federal workers who were whistle-
blowers, who are probably disappointed with your response today.
So where do we go from here?

Mr. KING. Again, corrective action was taken. The behavior
ended in 2013. Our focus at the Department is on ensuring that
we move forward on cybersecurity and the other urgent priorities
of the Department. We are making significant progress on
cybersecurity, but we have much more to do and to ensure that we
are responding as best we can to the cybersecurity threats

Mr. MEADOWS. So let me ——

Mr. KING.—that exist.

Mr. MEADOWS. Let me close with this last question then. What
message does it send to all the Federal workers if we have someone
who has been referred for criminal action by the OIG, who has
been counseled three times for questionable behavior, and con-
tinues to get outstanding performance reviews and bonuses that
Woulgl make most of us blush? What message does it send, Mr.
King?

Mr. KING. The message is clear. Where there was the appearance
of impropriety ——

Mr. MEADOWS. I agree the message is clear, but I am ——

Mr. KING. Where there was the appearance of impropriety, the
eﬁployee was counseled by three deputy secretaries, by our ethics
officer ——

Mr. MEADOWS. And the checks kept ——

Mr. KING.—and the activities —

Mr. MEADOWS.—coming. And the checks ——

Mr. KING. The activities

Mr. MEADOWS.—kept coming.

Mr. KING. The activities ended, and the employee understands
the importance of not even allowing the appearance of impropriety.

Mr. MEADOWS. I will yield back. Thank you, Mr. Chairman.

Chairman CHAFFETZ. Thank you. I have a few things to clean up.

Mr. Harris, William Hall was the person in question here. He
may be the finest man, offering good services. I hope so. We are
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sending him I don’t know how many dollars, so I am guessing mil-
lions of dollars. According to the inspector general, you actually
went to his house and installed home theater equipment, correct?

Mr. Harris. I did.

Chairman CHAFFETZ. Was that you personally?

Mr. HARRIS. That was me personally.

Chairman CHAFFETZ. Who else was involved in that?

Mr. HARRIS. Just me.

Chairman CHAFFETZ. And what were you paid by him to do that.

Mr. HARRIS. I was not compensated.

Chairman CHAFFETZ. So this is a person with how many con-
tracts, six or eight contracts with the Department of Education,
and you go to his house, you have a business—I disagree. I don’t
think this is a little hobby. I think this is—I agree with the inspec-
tor general here. And you go to this person’s house and you install
a home theater system, and he paid you how much? Nothing?

Mr. HARRIS. He was a friend.

Chairman CHAFFETZ. Mr. King, you don’t see any ethical problem
doing that?

Mr. KING. Again, Dr. Harris was not involved after 2008 when
this relationship began ——

Chairman CHAFFETZ. No, I am just asking about when it hap-
pened

Mr. KING.—and the contract

Chairman CHAFFETZ.—at the time.

Mr. KING. But what I counseled him on was ——

Chairman CHAFFETZ. No, he was ——

Mr. KING.—that we can’t have—we

Chairman CHAFFETZ. That is—but wait, wait, wait. Mr. King,
you are making an assumption that the inspector general says is
not true.

Mr. KING. No, they

Chairman CHAFFETZ. They laid out a case where Mr. Harris was
involved—a contract was going to a different vendor. He got per-
sonally involved and at least had some input. I am not saying the
final decision, some input, and that contract was changed and
given to William Hall’s company.

Mr. KING. There was a contract in 2004 before this relationship
began according to the evidence.

Chairman CHAFFETZ. But he was the program manager ——

Mr. KING. There then was

Chairman CHAFFETZ.—for other contracts.

Mr. KING. But again, the personal relationship

Chairman CHAFFETZ. No, wait a second, Mr. King. The initial
contact, the interaction Mr. Harris had with William Hall started
in like 2000, 2001.

Mr. KING. As acquaintances

Chairman CHAFFETZ. So it is an acquaintance ——

Mr. KiING. Based on the evidence ——

Chairman CHAFFETZ. There is a standard between an acquaint-
ance and a friend?

Mr. KING. Based on the evidence that was presented by the IG
to our general counsel, there was a ——
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Chairman CHAFFETZ. I am tired of hearing about you and your
general counsel, okay? They can give you all the advice you want.
You make the decisions. You are the decision-maker. So let’s just
cut that part out and get right to the ——

Mr. KING. Again—again ——

Chairman CHAFFETZ.—chase here.

Mr. KING. Again ——

Chairman CHAFFETZ. Hold on one sec. Hold on one second. You
see no ethical problem with somebody who oversees and supervises
the personnel who have to implement these contracts with them
personally going and installing home theater equipment to a com-
pany that I am guessing makes millions of dollars from those con-
tracts?

Mr. KING. As I indicated, I made clear in my counseling to Dr.
Harris

Chairman CHAFFETZ. Yes, if you are just going to read ——

Mr. KiNG.—that there cannot be

Chairman CHAFFETZ.—the same thing

Mr. KING.—there cannot be an appearance of impropriety to the
extent that having this personal relationship

Chairman CHAFFETZ. Well, I want to know if there was any im-
propriety, and in your mind, you are saying no

Mr. KING. What I'm saying is that ——

Chairman CHAFFETZ.—there is no ——

Mr. KING.—the appearance, as a result of the personal relation-
ship, was a problem. Dr. Harris understood that. The relationship
ended in 2013.

Chairman CHAFFETZ. I think Mr. Meadows is exactly right. You
can’t have it both ways. Either Mr. Harris violated no regulation,
law, policy, or any ethical concern and you should continue on, sir.
According to Mr. King, continue on, play on. You have had nothing
docked in your pay, you have progressed at every level, you got
bonused up. I mean, you have had, what, almost $250,000 in bo-
nuses over the last 11 years. Congratulations. And you have side
businesses, three other jobs, you had people that had contracts
with you that were going to their home and installing theaters,
over a 2-year period you exchanged 700 phone calls that were text
messages you say, but you say, hey, there is no relationship. You
still oversee those. I don’t know how you get away with it. I really
don’t. I am concerned about the other 3,900 and however many em-
ployees are out there. I think you are sending the wrong mix.

And, Mr. King, I hope at some point you do reevaluate and go
through this.

I have got one other thing here. Mr. Harris, what was the—you
had to go back with this unreported income. How much money are
we talking about was the unreported income?

Mr. HARRIS. It was 1 percent of my household income.

Chairman CHAFFETZ. Over what period of time?

Mr. HARRIS. Over a 10-year period.

Chairman CHAFFETZ. So over a 10-year period you are making in
excess close to $2 million during that time.

Mr. HARRIS. No, sir. No, sir. It was an average of $4,000 a year,
and that was before expenses. After expenses it was hundreds of
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dollars. And that is why—poor judgment, but that is why I didn’t—
it wasn’t a business. It was just a hobby. But it was ——

Chairman CHAFFETZ. So there is $40,000 in revenue? That is
what we are talking about, that wasn’t

Mr. HARRIS. Over 10 years, and again, that’s before expenses.
With—after expenses, it would have been hundreds of dollars.
There literally was no major profit to be made. It was insignificant
amounts of money.

Chairman CHAFFETZ. But you had employees, you were installing
home theater equipment, you had people ——

Mr. HARRIS. I did not have employees.

Chairman CHAFFETZ. Okay. You had independent contractors
that worked at the Department of Education that also worked for
you, and they had dual income as well. I am just trying to—so if
it is 1 percent of your income, you said 1 to 2 percent of your in-
come over 10 years.

Mr. HARRIS. Annually, 1 percent annually.

Chairman CHAFFETZ. I know but I am taking your salary,
183,000. You haven’t always made that much. You multiply that
times 10. That equals how much? One point eight million dollars.
Take what is 1 or 2 percent of that, yes, and you start

Mr. HARRIS. No, sir.

Chairman CHAFFETZ.—to come up with tens of thousands of dol-
lars that I just want to understand the gravity. We will work on
the math with you and the Department of Education soon.

I could continue on, but we have exhausted this. Mr. King, with
all due respect, Ms. Winchell—let me do this before we do this.

Ms. Bruce, we have talked about several things here over the
last few minutes. You looked like you wanted to make some sort
of comment there.

Ms. BRUCE. Only that I know we spent quite a bit of time talking
about business. The OIG at no time never was approached to get
some additional information. We’ve always been available for that
additional information. Our concern has not been business. It’s
been about earned income. So I wanted to make sure that point
was made clear. When you asked me about a business, it was about
earned income in our report and not necessarily about a business.

Chairman CHAFFETZ. And, Ms. Winchell, the policy is any income
above $200, correct?

Ms. WINCHELL. Yes, actually, it’s the law that governs the finan-
cial disclosure reporting.

Chairman CHAFFETZ. Right.

Ms. WINCHELL. It’'s $200 from any source. Because Dr. Harris
didn’t form a business, that would be over $200 from each person
who paid him to provide a service in a given year. So, for example,
if he installed a home AV system for—and earned $700, he would
need to report that. But if he detailed a car for $74 or $100 ——

Chairman CHAFFETZ. Right.

Ms. WINCHELL.—that would not need to be reported.

Chairman CHAFFETZ. Yes, and I ——

Ms. WINCHELL. In other words, they don’t have to

Chairman CHAFFETZ. In my mind, it is actually more under-
standable. And why do we do that? Why do we get disclosures of
$200 or more?
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Ms. WINCHELL. Well, I can’t speak for why the Legislature set
the $200, but the whole point of the system is to help the govern-
ment identify and remediate potential—actual and potential con-
flicts of interest.

Chairman CHAFFETZ. Yes, it is an ethical issue.

Ms. WINCHELL. Exactly.

Chairman CHAFFETZ. Did he fill out a form for 10 years or did
he fill a form out for just one year?

Ms. WINCHELL. Mr. Harris actually has filled out his public fi-
nancial disclosure form completely and in a timely manner every
year. And when we have had questions that we needed to address
on technical aspects of the form, he’s been very responsive.

Chairman CHAFFETZ. I don’t know how you come to the—it’s kind
of laughable almost that after this hearing you still think he filled
it out completely.

Ms. Bruce, what did you find there?

Ms. BRUCE. Our evidence showed that for the years in question,
2008, ’09, and ’10, there were no disclosures as far as the $200—
in excess of $200.

Chairman CHAFFETZ. And Mr. Harris admitted that he is making
money every year for 10 years, and there are 3 years that they
didn’t complete them. And you just said—this is what scares us—
this is why we got a hearing that is going into hour 4 is because
you still—as the ethics officer, you spend supposedly 8 hours a day
working on ethics, hard to believe that that happens, you still don’t
understand it. You still don’t know that there is a problem.

And, Mr. King, you are enabling this. You are the decision-
maker. You have been given this mantle of trust from the Presi-
dent of the United States and you are failing. And it has got to
quit.

You still don’t know. He admitted right here just now that for
10 years he has been having this income and the inspector gen-
eral—why are you shaking your head back in the audience just
laughing at us? You are laughing at the American taxpayer. I don’t
know who that guy works for. I am telling you, don’t just sit there
and laugh at us. I will follow this through. You didn’t think we
were taking this seriously. You are making a fundamental and
total mistake. You are misusing American taxpayer dollars. We
have vulnerabilities that are just unbelievable. And we will con-
tinue to pursue this.

You better hope that none of that data gets out there. But when
the inspector general went to penetrate the system, they got in
there unimpeded, never detected, walked back out and reported it
to Congress, as they should.

Ms. Bruce, to the people that work in the inspector general’s of-
fice, thank you. Thank you for your good work. We wouldn’t know
about this without those good people doing tough, difficult work.
Nobody wants to hear from the inspector general, but they do some
of the most valuable work that we have before us today. I thank
you all for your service, and I thank you for your testimony today.
I thank the men and women who work in the Department of Edu-
cation. We are trying to fix it, but the problem is sitting here with
Ms. Winchell and Mr. King and Mr. Harris.

This meeting is now adjourned.
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[Whereupon, at 12:59 p.m., the committee was adjourned.]
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Questions for Dr. John B. King, Jr.
Acting Secretary
U.S. Department of Education

Questions from Chairman Will Hurd
Subcommittee on Information Technology
Committee on Oversight and Government Reform

February 2, 2016, Full Committee Hearing titled:
“U.S. Department of Education; Investigation of the Chief Information Officer”

1. Do you know where the Department's sensitive or regulated data resides
across its IT infrastructure? How does the Department and OCIO keep
track _of this?

The Department closely monitors all of its IT systems and applications to identify the types
of data being processed and stored, and to ensure the appropriate levels of protections are
in place. Under the Federal Information Security Management Act (FISMA) and as part of
the Department’s enterprise cybersecurity program, an Authority to Operate (ATO) is
issued for all IT systems which documents the IT environment and systems boundaries,
including the data that resides in or is utilized by the application. Based on that
information, the security assessment teams verify the appropriate safeguards have been
fully implemented. The ATO accounts for the implementation and sustainment of required
IT controls. The Department also tracks all sensitive data in its IT environment by
developing and managing the various Privacy Impact Assessments (PIA) and System of
Record Notices (SORN). In addition, the Department’s IT system inventory is tracked in
the FISMA tracking and reporting tool. More specifically, in the tool, the Department
categorizes all IT systems as high, moderate, or low using Federal Information Processing
Standards (FIPS) and National Institute of Standards and Technology (NIST) guidelines.
Based on this determination, the corresponding IT secwrity controks are implemented
commensurate with the data categorization.

2. Do you know of all Department users who_have access to _the most
sensitive data? What controls are currently in place, other than two-
factor authentication, to address security risks associated with privileged

users?

The Department monitors all users who have access to the most sensitive data. In addition
to two-factor authentication, the Department has a series of controls in place to address the
security risks associated with access to sensitive data by privileged users. First and
foremost, the Department’s privileged users with access to the most sensitive data are
required to comply with Federal personnel security requirements. Background
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investigations and reinvestigations are a mandatory component for all employees and
contractors with access to IT systems. The Department also requires mandatory IT security
training (general and specialized) prior to issuance of credentials. This ensures that Federal
employees and contractors are knowledgeable of the security regulations and user
responsibilities with respect to the security of federal networks, systems, and data.

The capabilities of the Department’s two-factor authentication tool also assists with
protection of sensttive data by implementing automated access controls and monitoring
capabilities, limiting the users ability to only access data they have permissions to view,
and implementing the least privilege the requirement.

Federal Student Aid (FSA) also utilizes access controls through two other systems,
Personal Authentication Service (PAS) and the Access and Identity Management System
(AIMS). PAS provides access and identity management for FSA’s non-privileged users
(students, parents, and borrowers) to access FSA applications. All users outside of FSA
needing access to other people’s personally identifiable information (PII) are only able to
access FSA sensitive data afler obtaining an account in AIMS. AIMS provides access and
identity management for FSA’s line-of-business applications for users who can access
other peopk’s PlII, including ED employees, contractors, school users and third-party
servicers, AIMS utilizes an architecture that includes access management tools, identity
management tools, enterprise policy repositories, enterprise user repositories, two-factor
authentication and other related security components to enforce and assist user access
management, controls, and security related services for FSA systems and Department of
Education systems. AIMS security controls includes: Authentication, Authorization and
Accountability; Single Sign-On; Identity management; and Two-Factor Authentication,

Additionally, the Student Aid Internet Gateway (SAIG) Enrollment Agreement, which is
required prior to being given an AIMS ID, is entered into by each Title IV participating
institution, The SAIG agreement includes a provision that the institution “[mjust ensure
that all Federal Student Aid applicant information is protected from access by or disclosure
to unauthorized personnel”

3. Does the Department have insight about _the potential and magnitude of data
exposure across its IT infrastructure?

Under the Department’s enterprise cybersecurity program, through the implementation of
NIST compliant security processes and procedures, the Department has insight about the
potential and magnitude of data exposure across the IT infrastructure. The Department has
the necessary visibility into the category of systems and types of data being processed and
stored across the IT environment.
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Questions for Ms. Susan Winchell
Assistant General Counsel of Ethics
U.S. Department of Education

Questions from Chairman Jason
Committee on Oversight and Government
Reform

February 2, 2016, Full Committee Hearing titled:
“U.S. Department of Education; Investigation of the Chief Information Officer”

1. During the bearing, Dr. Harris testified to earning income over a ten-year period,. The
OIG found that Mr. Harris did not disclose income on required form OGE-278 during
the 2008-2012 timeframe. Did Mr. Harris disclose income from side business on the
OGE-278 forms, or as he refers to them as “hobbies,” over the 2002-2007 timeframe?

Pursuant to the Ethics in Government Act, an agency maintaining public financial
disclosure reports must destroy such reports after six years, unless needed in connection
with an ongoing investigation -- 5U.S.C. app. § 105(d). The Department complies with
this policy to destroy records afler 6 years. Therefore, at the current time, Dr. Harris’s file
contains reports filed after 2009. As aresult, # is not possible to report whether Dr. Harris
included income from his outside activities that were the subject of the above-mentioned
hearing on his reports filed during the time period 2002-2007.
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